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Abstract

n the automobile industry, ensuring the safety of auto-

mated vehicles equipped with the automated driving

system (ADS) is becoming a significant focus due to the
increasing development and deployment of automated
driving. Automated driving depends on sensing both the
external and internal environments of a vehicle, utilizing
perception sensors and algorithms, and electrical/elec-
tronic (E/E) systems for situational awareness and
response. ISO 21448 is the standard for Safety of the
Intended Functionality (SOTIF) that aims to ensure that
the ADS operate safely within their intended functionality.
SOTIF focuses on preventing or mitigating potential
hazards that may arise from the limitations or failures of
the ADS, including hazards due to insufficiencies of speci-
fication, or performance insufficiencies, as well as foresee-
able misuse of the intended functionality. However, the
challenge lies in ensuring the safety of vehicles despite

Revised: 30 Nov 2024

Keywords

Automated Driving System (ADS), Functional Safety (FuSa),
Preferred Reporting Items for Systematic Reviews and

1. Introduction

utomated driving has emerged as a significant

domain of research and development, with the

potential to revolutionize the automobile industry.
Automated driving involves an automated vehicle
equipped with the ADS operating without human driver
intervention. The automated vehicle performs driving
tasks, including acceleration, braking, steering, and navi-
gation, using perception sensors to build situational
awareness and complex perception algorithms, with
actuation performed by electrical and/or electronic (E/E)
systems.

Accepted: 24 Mar 2025

the limited availability of extensive and systematic litera-
ture on SOTIF. To address this challenge, a systematic
literature review (SLR) on SOTIF for the ADS is performed
following the preferred reporting items for systematic
reviews and meta-analyses (PRISMA) guidelines. The
objective is to methodically gather and analyze the
existing literature on SOTIF. The major contributions of
this paper are: (i) presenting a summary of the literature
by synthesizing and organizing the collective findings,
methodologies, and insights into distinct thematic groups,
and (ii) summarizing and categorizing the acknowledged
limitations based on data extracted from an SLR of 51
research papers published between 2018 and 2023.
Furthermore, research gaps are determined, a compara-
tive analysis of methods supporting SOTIF is provided,
and supplementary insights from recent publications that
address these gaps are presented. Based on the findings,
future research directions are proposed.

Meta-Analyses (PRISMA), Safety of the Intended
Functionality (SOTIF), Systematic Literature Review (SLR)

Safety is of paramount importance to prevent acci-
dents that may occur during automated driving due to
system failure or malfunction, fostered by the increasing
complexity of the realization of the ADS. Given the
complexity of an ADS and the associated deployment
risks, understanding safety concerns necessitates a multi-
disciplinary approach that includes technical, ethical, and
legal perspectives. Challenges arise during the design and
implementation phases due to the lack of standardized
conditions for specifying intended functionality. This
necessitates ongoing adjustments to the specified
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functionality, based on an understanding of real-world
system operations and variations in cultural usage [1].

The safety related to automated driving can
be approached from two aspects: Functional Safety (FuSa)
and Safety of the Intended Functionality (SOTIF). ISO
26262 [2] and ISO 21448 [3] are the international stan-
dards for FuSa and SOTIF, respectively. FuSa ensures that
the system’s inherent risk is reduced to an acceptable
level, with respect to malfunctions of E/E components,
while SOTIF ensures the system has an acceptable risk
with respect to functional insufficiencies and performance
limitations. In the following, the term system is used in
place of ADS.

Machine learning (ML)-based systems are adopted
in automated vehicles for tasks such as perception
and planning. Despite their benefits, incorrect outputs
from ML systems can compromise safety. ML-based
systems process sensor data and make real-time deci-
sions in unpredictable environments. They have
inherent limitations, including biases in training data,
incomplete datasets, and unexpected prediction
errors. These issues can lead to performance insuf-
ficiencies and pose safety risks. For example, ML-based
systems may react unpredictably to new events (i.e,,
lack of generalization) or behave inconsistently with
similar inputs (i.e., lack of robustness). Optimal perfor-
mance requires balancing task complexity, system
capabilities, and data adequacy. Overly complex
systems can be overfit to noise, while overly simple
systems can exhibit bias by ignoring relevant relation-
ships. Achieving this balance is crucial for reliable
performance in automated vehicles [4].

ISO 21448 [3] provided guidelines to mitigate these
risks through rigorous verification and validation, including
extensive testing under varied conditions such as soft-
ware-in-the-loop, hardware-in-the-loop, and vehicle-level
testing. These guidelines help identify and mitigate risks
associated with the intended functionality of the system,
encompassing software and hardware failures, as well as
challenging driving conditions caused by adverse weather
or critical situations. The driving scenarios within the
operational design domain (ODD) of the system are clas-
sified into four areas based on their potential to cause
hazardous behavior.

¢ Known, not hazardous scenarios (Area 1)
e Known, hazardous scenarios (Area 2)
e Unknown, hazardous scenarios (Area 3)

e Unknown, not hazardous scenarios (Area 4)

The goal of SOTIF is to evaluate and reduce the risk
of hazardous behavior in Area 2 and Area 3 by analyzing
the intended functionality, modifying the system’s func-
tionality, and verifying and validating the system’s perfor-
mance [3].

SOTIF measures include modifying system function-
ality or sensor performance requirements, implementing
redundancy and fail-safe mechanisms, and conducting
thorough testing and validation. Ensuring SOTIF involves

verifying the ADS'’s intended functionality is safe, consid-
ering system limitations and potential environmental and
operational hazards. Successful SOTIF implementation
means safety measures are effectively in place, working
as intended to safeguard the ADS's functionality.

For instance, system modifications involve improving
sensor performance or accuracy, while redundancy
measures involve implementing additional sensors to
ensure the intended functionality of the system in the
event of a failure. Fail-safe mechanisms include emer-
gency braking systems or other safety features that
activate automatically in hazardous situations. These
measures complement each other to ensure that the
vehicle’s intended functionality is maintained while mini-
mizing the risk of hazardous behavior.

The significance of ensuring the safety of automated
vehicles with regard to their intended functionality is high-
lighted in the study by Takacs et al. [5]. To ensure SOTIF,
a holistic approach is required, involving the analysis of
the system’s intended functions, the identification of
potential hazards and risks, and the development of
appropriate mitigation strategies [6]. The study conducted
by Zhu et al. [7] examined the technical challenges involved
in ensuring SOTIF, encompassing the need for risk assess-
ments, the importance of scenario-based testing, and the
role of simulation and validation in verifying the safety
and reliability of the system.

From 2020 to 2023, numerous publications have
addressed SOTIF, including works by Birch et al. [6], Xu
et al. [8], Hoss et al. [9], Zhao et al. [10], Wang et al. [4],
and Saberi et al. [11], covering diverse topics from human-—
machine driving mode switch to formal methods beyond
SOTIF. The above-mentioned publications were selected
for their significant contributions within the specified time-
frame, specifically addressing key aspects of human-
machine interaction, formal methods, and scenario-based
testing related to SOTIF.

Cao et al. [12] presented an analysis of automated
vehicle localization in foggy conditions through SOTIF
analysis and a three sigma-criterion-based adaptive
extended Kalman filter (EKF). It proposes a functional
modification strategy incorporating visibility recognition
and adaptive filtering to mitigate SOTIF-related risks by
improving system resilience against environmental uncer-
tainties. The paper [13] introduces a method for creating
ADS test scenarios using combinatorial testing and
parameter sampling to balance exploration and scenario
space utilization. It highlights challenges such as param-
eter discretion and expert knowledge dependence,
proposing future improvements with real-world data and
optimization.

Moreover, Zhang et al. [14] and Birkemeyer et al. [15]
conducted SLR on finding critical scenarios and on
scenario generation techniques for verifying and vali-
dating ADS in the context of the SOTIF but not directly
on SOTIF. Consequently, this paper pioneers an SLR
focused on SOTIF, adopting a structured PRISMA
approach. Through this SLR, the factors associated with
the successful implementation of SOTIF measures, the
challenges that arise when ensuring SOTIF for an ADS,
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and research gaps from the existing literature on SOTIF
have been determined. In addition to the SLR, this paper
includes a comparative analysis of methods supporting
SOTIF to evaluate their effectiveness, challenges, and
practical applicability. Furthermore, supplementary
insights from recent publications that directly address
identified research gaps are presented, thereby extending
the literature scope and providing the most up-to-date
findings relevant to the topic.

An overview of the significance of ML-based systems
for perception and situational awareness in automated
vehicles is provided, but the primary focus is the SLR on
SOTIF. Future research directions are proposed on
addressing ML models for handling situational awareness
scenarios, the implications of uncertainty in ML-based
perception algorithms for SOTIF analysis, and developing
frameworks for modeling SOTIF scenarios and generating
test cases.

The limitations of this paper are twofold. First, the
review focuses on literature published between 2020
and 2023. Although this timeframe is relatively recent,
it is possible that relevant research published outside
this period has not been included in the review. Second,
the paper bases its conclusions on a limited number of
research papers due to the exclusion criteria of the
review methodology, which may restrict the scope of
its findings.

1.1. Research Questions

Based on the objective to methodically gather and analyze
the existing literature and to synthesize the current state
of knowledge on SOTIF, the research questions (RQ) are
formulated as follows:

e RQ1. What factors are associated with the successful
implementation of SOTIF measures?

e RQ2. What safety challenges arise when ensuring
SOTIF for ADS?

e RQ3. What are the research gaps determined from
the SLR of existing literature on SOTIF?

1.2. Structure of the Paper

The subsequent sections of this paper are organized as
follows: Section 2 describes the review methodology
employed for the systematic review. Section 3, based on
data extracted from 571 research papers, discusses the
findings by presenting a literature summary, acknowl-
edging limitations, and addressing RQ. Additionally,
Section 3 includes a comparative analysis of methods
supporting SOTIF in Subsection 3.4 and presents supple-
mentary insights from recent publications that address
identified research gaps in Subsection 3.5. Future research
directions are proposed and briefly described in Section
4. Lastly, Section 5 concludes by summarizing the findings
of this SLR.

A systematic literature review (SLR) employs a structured
approach to analyze and summarize the existing literature
on a specific topic or research question. Its purpose is to
identify research gaps, summarize current state of knowl-
edge, and suggest future research directions [16]. The
review methodology adheres to the Preferred Reporting
[tems for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines [17]. It includes four stages: (1) devel-
oping a search strategy, (2) defining exclusion criteria, (3)
conducting the selection process (identification, screening,
and quality assessment), and (4) data extraction. Figure
1 depicts the review methodology.

In the first stage of the review methodology, a search
strategy is developed that details the databases consid-
ered in the review and the base string consisting of search
terms used for inquiring the databases.

In the second stage of the review methodology, exclu-
sion criteria are defined to exclude literature that does
not meet specific requirements of the review.

The third stage of the review methodology encom-
passed three phases: identification, screening, and quality
assessment (QA). In the identification phase, the search
strategy is applied to the selected databases. Screening
refines the eligible literature by reading the title and
abstract of the publications, checking full-text accessibility,
and rejecting those that meet the exclusion criteria. QA
is then performed to evaluate methodological rigor and
literature quality.

In the fourth stage of the review methodology, a data
extraction is performed to collect pertinent information
from each included publication, encompassing details on
the research approach, results and findings, limitations

m Proposed review methodology. (Data taken from
Refs. [18-21].)

Stage 1

Search strategy: Defining search terms, selecting databases, and
specifying the base string to systematically identify relevant
literature from the selected databases.

Stage 2
Exclusion criteria: Determining which literature is eligible for
inclusion in the review, ensuring that only specific and relevant

literature is considered.
Stage 3

Selection process: Encompassing three phases: identification,
screening, and quality assessment, where eligible literature is further
refined against exclusion criteria, and evaluated for methodological
rigor and quality.

Stage 4

Data extraction: Collecting pertinent information for synthesis and
analysis from each included publication.

© Milin Patel, Rolf Jung, and Marzana Khatun
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acknowledged by the authors, and conclusions and impli-
cations for synthesis and analysis.

Parsifal [22] is used as an online tool employed to
assist in designing the review methodology, performing
the selection process, and refining the selected literature
against exclusion criteria including their QA.

2.1. Search Strategy

The search strategy entails the selection of databases
and the formulation of a base string with relevant search
terms. The defined search terms include Safety of the
Intended Functionality (SOTIF), ISO 21448, automated
driving, and Automated Driving System (ADS), which are
combined using Boolean operators and truncation.

The base string formulated and utilized for the query
is as follows:

(“Safety of the Intended Functionality (SOTIF)*” OR “ISO
21448") AND (*automated driving*” AND “Automated Driving
System (ADS)*”)

The use of truncation in the base string by including
a truncation symbol, typically an asterisk (*), enables
different forms and grammatical variations of the search
terms, thereby increasing the likelihood of retrieving
relevant publications. In the provided base string, by
including a truncation symbol (*) ensures the inclusion of
the terms such as SOTIF-related, SOTIF-specific, auto-
mated driving, or any other forms and grammatical varia-
tions derived from Safety of the Intended Functionality
(SOTIF), automated driving*, and Automated Driving System
(ADS)* in the search results.

Table 1showcases the selected databases known for
their established reputation as major repositories of
academic publications and scientific literature in computer
science, engineering, and transportation domains.

ACM Digital Library and IEEE Xplore provide access
to academic publications including conference proceed-
ings and journals, on automated vehicles and safety-
critical systems. Dimensions covers multidisciplinary
research, while arXiv specializes in pre-prints and publica-
tions related to artificial intelligence and ML. SAE Mobilus
focuses on mobility engineering research [23]. Springer
provides an extensive library of peer-reviewed journals
and books, and external sources include patents, PhD
theses, and other relevant publications, offering a diverse
range of literature beyond the core databases.

TABLE 1 Selected database.

Database URL

ACM Digital Library https:/dl.acm.org/
|[EEEXplore https:./ieeexplore.ieee.org
Dimensions https:/app.dimensions.ai/

arXiv https:/arxiv.org/

SAE Mobilus https:/saemabilus.sae.org
Springer https:/link.springer.com

External sources N/A (Explanation provided
below)

© Milin Patel, Rolf Jung, and Marzana Khatun

Although external sources do not have specific URLs
listed in the Table 1, they are valuable for accessing unpub-
lished or specialized publications on SOTIF and the ADS.
Despite the eventual exclusion of non-peer-reviewed pre-
prints from arXiv in the QA phase, their initial consider-
ation ensures no potentially impactful study is overlooked
in the initial stages of the review.

Other well-known databases such as Web of Science,
INSPEC, and Scopus were not included in the review for
two main reasons. First, the selected databases (ACM
Digital Library, IEEE Xplore, and SAE Mobilus) are more
focused on research related to SOTIF and ADS, ensuring
relevant content is retrieved. These repositories specialize
in peer-reviewed studies on safety-critical systems and
automated driving, making them suitable for the scope
of this review. Second, limiting the number of databases
helps to maintain a balance between relevance and search
efficiency. While broader multidisciplinary databases such
as Web of Science and Scopus provide valuable content,
they often include research beyond the specific techno-
logical focus of this review. The exclusion of certain data-
bases may omit insights from other fields; however, the
inclusion of sources such as Dimensions and Springer
compensates for this by covering a wide range of research
relevant to SOTIF and ADS.

2.2. Exclusion Criteria

The exclusion criteria are defined to exclude the literature
that does not meet the specific requirements of the
review. Table 2 presents the exclusion criteria used to
determine the eligible literature for the selection process.

E# column in Table 2 represents the distinct identifier
for each exclusion criterion, labeled as E1to E5. The state-
ment column in Table 2 provides an explanation of each
exclusion criterion along with references. The exclusion
criteria E1to E3 are applied during the identification phase
to remove publications that do not meet specific require-
ments. Conversely, E4 and E5 are applied in the screening
phase to exclude certain publications from further consid-
eration. The goal is to ensure that only publications closely
aligned with the research objectives are considered, while
maintaining significance and quality in the review process.

2.3. Selection Process

The aim of the selection process is to gather relevant
publications on SOTIF, assess their eligibility, and verify
their quality and validity. The selection process is summa-
rized in Figure 2. The PRISMA flow diagram is a graphical
representation that outlines a number of records that are
identified, screened, and included in this SLR review.

The selection process consists of three main phases:
identification, screening, and QA.

In the identification phase, the search
strategy discussed in Subsection 2.1 is applied to gather
publications from selected databases. The base string is


https://dl.acm.org/
https://ieeexplore.ieee.org
https://app.dimensions.ai/
https://arxiv.org/
https://saemobilus.sae.org
https://link.springer.com
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TABLE 2 Exclusion criteria for the selection process.

Statement

The criteria are defined based on References [18=20].

The standard for SOTIF (ISO 21448) was published in 2022. ISO/PAS 21448 was
released in 2019.

Therefore, by limiting the search to papers published from 2018 onward, the
review can capture relevant and up-to-date literature on SOTIF.

It aims to avoid indexing titles that represent events or collections rather than
individual peer-reviewed research. This ensures a focus on substantive, peer-
reviewed contributions directly relevant to SOTIF and ADS research.

The search terms are: (i) Safety of the Intended Functionality (SOTIF), (ii) ISO
214438, (i) automated driving, and (iv) automated driving system. The criteria are
defined based on Reference [21].

The criteria are defined based on References [19, 20].

E# Criteria
E1 Papers with titles that are not in English
E2 Papers that were published before 2018

E3 Title of the papers that contain keywords
that include proceedings, conference,
symposium, workshop, or book

E4 Neither the title nor the abstract mentions
at least one of the search terms

E5 Full text of the papers is not accessible

m PRISMA flow diagram for the selection process. (Data taken from Ref. [19])

Records identified from (n = 1014):
(=) goscs .
5 « ACM Digital Library (n = 24) . n y
= « IEEE Xplore (n = 68) Records removed before screening (n = 464):
(3} ; ; =
£ + Dimensions (n = 648) « Duplicate records (n = 239)
s e arXiv(n=19) « Exclusion criteria (n = 225)
k=} « SAE MobilityRxiv (n = 47)
« Springer (n =172)
« External sources (n = 36)
A
- 4 Records excluded (n = 346):
Records screened (n = 550) ]
> « Duplicate records (n = 14)
= ¢ Exclusion criteria (n = 332)
o
=
[
= 0 R d luded 109
o ecords excluded (n = :
® |Records assessed for eligibility (n = 204) N ( )
* Quality assessment
Records excluded for having extended
S versions (n = 44):
2 v
P . » Reason 1: Offering limited insights and do
é Records analyzed for data extraction (n = 95) > not significantly contribute to the overall
= understanding of SOTIF
2 3 » Reason 2 : Limited value addition in terms
2|38 of answering the Research Questions (RQ)
315 defined for the Systematic Literature Review
s |E Y
g Records included in the review (n = 51)
£ U
©
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adapted as necessary to retrieve relevant publications
effectively.

A total of 1014 search results were obtained.
Duplicates arise when a publication is indexed in multiple
databases or when multiple versions of a publication are
available. A thorough removal of duplicates is performed
to ensure each publication is counted only once in the
SLR process.

A total of 239 duplicate records are excluded using
the Parsifal tool [22]. The exclusion criteria, ET1 to E3,
detailed in Table 2, are then applied, leading to the exclu-
sion of an additional 225 records.

2.3.2.Screening The screening phase review consists of
reading the title and abstract of the publications and
rejecting those that meet the exclusion criteria, E4 and
E5, as outlined in Table 2. Initially rejected papers undergo
another assessment to validate the exclusion.

During the screening phase, a total of 346 records
were excluded from the initially identified 550 records.
Duplicate records, identified by titles with invalid

TABLE 3 Quality assessment criteria in the form of questions.

QA# Criteria (questions)

QA1 Is the paper published in a peer-reviewed
journal or conference proceeding?

QA2 Does the paper provide value for practice or
research?

QA3 Does the paper provide adequate

information regarding the context of SOTIF?

characters resulting from exporting search results
from databases, led to the exclusion of 14 dupli-
cate records.

2.3.3. Quality Assessment The included records from
screening in this review follows the QA criteria presented
in Table 3.

QA# column in Table 3 represents the distinct identi-
fier for each exclusion criterion, labeled as QAT, QA2, and
QA3. The statement column provides a detailed explana-
tion of each exclusion criterion along with reasoning and
references.

This review, conducted by three authors, employs a
consensus-based approach, qualitatively assessing each
criterion with a “Yes” or “No” response. Records receiving
“Yes” responses for all QA criteria proceed to data
extraction.

Figure 3 presents an overview of the QA responses
for the 204 eligible records, categorizing responses into
four groups: (i) all “Yes” responses, (i) two “Yes” responses,
(iii) one “Yes” response, and (iv) all “No” responses.

Statement

The paper published in a peer-reviewed journal or conference
proceeding indicates that the paper has undergone rigorous
evaluation and meets academic standards.

This criteria is defined based on reference [18].

By reading the abstract, introduction and/or conclusion, it can
be determined whether the paper offers value for practice by
providing practical insights, guidelines, or recommendations for
industry application.

Similarly, a paper providing value for research contributes to the
development of future research directions, methodologies, or
frameworks.

This criteria is defined based on reference [18].

This criterion evaluates if the paper covers SOTIF-related use
cases, triggering conditions, foreseeable misuse, sensor
performance limitations, machine learning challenges, and
uncertainties, as outlined in ISO 21448.

m Distribution of the quality evaluation scores obtained from assessing the eligible records considered in the review.

Quality assessment

100 4
80 -+

40 |
20

Number of records

All “yes” Two “yes”

Responses from authors of this paper

One “yes” All “no”
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After applying the three QA criteria, 108 records are
rejected. Consequently, the remaining 96 records are
subjected to data extraction.

2.4. Data Extraction

The data extraction stage analyses records selected after
the QA to extract pertinent information. This information
is provided in Table 4 in the form of a list.

Although data extraction usually does not exclude
records in a SLR, 44 out of the 96 analyzed records were
identified as extended versions and excluded to maintain
the singularity of the review. The exclusion was based on
two objective factors: (1) limited insights or contribution
to the overall understanding of SOTIF and (2) redundancy
with other records that provided deeper insights into the
RQ. By focusing on records that added distinct value, the
review ensured a streamlined and focused synthesis. As
a result, 51 records are included in this review.

TABLE 4 Data extraction list.

Data extraction list Statement

Research approach Describes the research
approach, including overviews,
methods, frameworks,
architectures, methodologies,
or concepts proposed or
mentioned in the respective
paper.

Summarizes the main findings
and results related to SOTIF.

|dentifies any limitations or
constraints acknowledged by
the authors in their respective
papers, which may affect the
validity or generalization of the
findings.

Key conclusions and
implications of the paper for
the field of SOTIF and the ADS.

Results and findings

Limitations acknowledged by
the author

Conclusions and implications

m Distribution of excluded records by criterion.

Furthermore, the summary of records excluded from
the review is depicted in Figure 4, which illustrates the
number of records that were excluded for each specific
criterion, as outlined in Table 2.

This section is divided into five subsections: literature
summary (3.), limitations acknowledged (3.2), addressing
RQ (3.3), comparative analysis of methods supporting
SOTIF (3.4), and supplementary insights (3.5). Each subsec-
tion provides a detailed discussion based on the data
extracted from 571 included research papers, except for
the supplementary insights, which include recent publica-
tions beyond the initial review.

3.1. Literature Summary

This subsection synthesizes and organizes the research
approaches, findings, and conclusions from the included
studies. The literature is summarized into distinct thematic
groups encompassing holistic safety approaches,
addressing uncertainties, hazard identification and risk
assessment, safety requirements for ML-based percep-
tion, and scenario-based SOTIF analysis.

The research conducted by Kirovskii and Gorelov
[24], Collin et al. [25], and Kinalzyk [26] collectively recom-
mended a holistic approach that combines both functional
safety (FuSa) and SOTIF.

Kirovskii and Gorelov [24] emphasized the importance
of addressing hazards related to SOTIF in the ADS and
argued that FuSa does not address the risks associated
with non-deterministic parts and algorithms, including
those used in ML. Collin et al. [25] acknowledged that
SOTIF is not a complete approach for the safety and
validation of the ADS and should be used in conjunction
with FuSa. Collin et al. [25] proposed the rulebooks frame-
work as a practical and flexible approach to specifying

Number of excluded records in the review

300 ~
250 A
200 A
150 -+
100 -+

Number of records

24y
- N

_~ \.

El E2
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driving behavior that can help identify specific hazardous
scenarios and guide behavior testing toward critical
scenarios for validation.

Kinalzyk [26] introduced a data-driven test manage-
ment and optimization loop that integrates FuSa and
SOTIF to address residual risks in highly automated
driving. This approach focused on continuous testing and
improvement to ensure safety across diverse system
conditions. Building on this, [27] highlighted that FuSa and
SOTIF cover only a subset of the potential risks in complex
systems, particularly those involving sensor limitations
and ML uncertainties. To mitigate these risks, the system
view—based approach to validation (sys?val) framework
[27] is proposed, aligning with the combined FuSa—-SOTIF
strategy proposed by Kirovskii and Gorelov [24].

Furthermore, [28] discussed a modular safety system
design for intelligent autonomous vehicles, emphasizing
that existing standards do not fully address all safety risks.
Feth et al. [29] emphasized the need for a multi-aspect
safety engineering approach for highly automated driving,
integrating FuSa, functional insufficiencies addressed by
SOTIF, and a novel focus on safe nominal behavior
specification.

ISO 21448 [3]
provided guidance on identifying and managing uncer-
tainties, including those related to the external and
internal vehicle environment, and the lack of robustness
of the function, system, or algorithm with respect to
sensor input variations, heuristics used for fusion, or
diverse environmental conditions. It involves handling
unforeseen challenges and risks arising from factors such
as unpredictable driver behavior, environmental condi-
tions, and operational complexities of the ADS.

There is a need to address the challenges associated
with unpredictable driver behavior and accidents that are
not caused by component failure but by situations that
were not planned for during development [30]. The uncer-
tainties referred to in paper [30] relate to the velocities
of traffic participants and are influenced by various factors,
including weather conditions, visibility, and traffic volume.
Lotto et al. [30] discussed the challenges associated with
uncertainties and propose a copula-based approach for
modeling stochastic data, which can be used to extract
influential stochastic parameters from real-world
measurements and real-time data.

The uncertainties addressed in paper [31] are related
to the operational environment, sensing, understanding
the environment, and the complexity of the system. Adee
et al. [31] proposed a novel methodology using extended
evidential networks (EEN) that quantifies uncertainties
arising from randomness, lack of knowledge, and a state
of complete ignorance. Uncertainty, mentioned in paper
[32], refers to the lack of confidence or reliability in
ML-based object detection algorithms for automated
vehicles when operating in scenarios affected by environ-
mental conditions, including but not limited to extreme
weather and adverse lighting conditions.

The detection of out-of-distribution (OoD) scenarios
[33] to manage uncertainties arising from ML failures

supports the argument that uncertainty in object detec-
tion algorithms can be mitigated by integrating ML-based
methods with a robust safety lifecycle. This extends the
discussion on how uncertainties related to sensing and
understanding the environment, as in Lotto et al. [30],
can be better addressed using novel ML techniques.

Another source of uncertainty lies in the data used
for critical analyses. The reliance on the GIDAS database,
which is geographically limited to Germany, raises
concerns about the representativeness of the data when
applied to broader contexts [34]. Finally, [35] highlighted
the importance of identifying and quantifying hazardous
scenarios that might not be captured in existing data-
bases, emphasizing the need for systematic methodolo-
gies to address rare but high-consequence events during
the validation of ADS.

|dentifying potential hazards associated with the
intended functionality of the automated vehicle involves
assessing the likelihood and severity of associated risks
and defining acceptance criteria to ensure that the risks
are reduced to a level that is considered acceptable.

Numerous methodologies for hazard identification
and analysis, including system-theoretic process analysis
(STPA)-based approaches [36] and Bayesian network
analysis [37], are investigated.

Zhang et al. [36] and Delaus et al. [37] developed a
methodology that extends the STPA framework by incor-
porating a causal scenario classification system and a
complex network-based evaluation for analyzing SOTIF-
related hazardous factors. This methodology evaluates
the interaction complexities and performance limitations
of Intelligent Railway Driving Assistance Systems (IRDAS).
Delaus et al. [37] introduced Bayesian networks to model
failure-event relationships quantitatively, providing a
systematic and complementary approach to SOTIF
analysis. Furthermore, Qin et al. [38] provided technical
guidance and recommendations for analyzing the safety
of autopilot functions in automated vehicles, which
contributes to the development of methodologies for
evaluating potential hazardous behaviors in known and
unknown hazardous scenarios.

Diverse strategies for SOTIF risk mitigation are
proposed, including robust non-fragile fault-tolerant
control (RNFTC) strategy [39] and a framework that uses
ML and multiple sensors [40]. The proposed RNFTC
strategy takes into account various forms of uncertainties,
including system uncertainty, perception and actuation
performance limitations, and multi-source disturbances,
as well as controller perturbations [39]. The proposed
framework monitors and mitigates safety risks caused
by vehicles exceeding ODD constraints in complex traffic
scenarios by monitoring weather conditions, vehicle
behavior, and road conditions [40].

Kramer et al. [41] proposed an integrated method for
hazard identification and risk assessment that combines
established approaches, which are fault tree analysis (FTA)
and event tree analysis (ETA), and extends them to enable
their applicability to the SOTIF for the ADS. The
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quantitative risk norm (QRN) approach addresses gaps
in existing risk assessment methodologies by providing
a quantitative method for hazard analysis in ADS [42].

A research on SOTIF for LKA [43] highlighted the use
of STPA to systematically identify hazardous control
actions and evaluate functional insufficiencies under
diverse triggering conditions. The study emphasized how
data-driven methodologies can extend the utility of the
SOTIF standard for the LKA function, accounting for unex-
pected behaviors and environmental factors.

Safety requirements refer to specifying the
relevant functionalities and use cases, identifying and
mitigating the limitations of ML algorithms, evaluating
the safety of ML-based perception systems through
appropriate testing, and using appropriate data collection
processes to minimize biases and other limitations.

Celik et al. [44] presented an STPA-based approach
for eliciting safety requirements for ML-based perception
components. It enables the linkage between the derived
SOTIF requirements to the properties of ML components
like performance and provides a set of safety require-
ments that address SOTIF-related triggering conditions
associated with performance limitations of ML-based
algorithms. Borg et al. [45] suggested that the assurance
of machine learning for use in autonomous systems
(AMLAS) and SOTIF frameworks can support the safety
assurance of ML-based systems in automated driving and
provide practical insights, guidelines, and recommenda-
tions that can be directly applied in the industry.

Kaneko et al. [46] suggested a safety analysis frame-
work for deep neural network (DNN) systems in auto-
mated driving that models the entire system, using
system-theoretic accident model and processes (STAMP)
and analyses interactions with other system elements
using STPA and causal analysis based on system theory
(CAST) analysis methods. Hacker and Seewig [47]
proposed an insufficiency-driven DNN error detection
approach on traffic sign recognition use case by addressing
functional insufficiencies and triggering conditions.

The limitations of self-aware trajectory prediction,
particularly the assumption of prediction module errors,
provide insights into the safety requirements for ML-based
systems, especially object detection algorithms [48]. This
reinforces the need for continuous refinement in ML-based
perception systems, as mentioned by Celik et al. [44].
Furthermore, ensuring hardware compliance with FuSa
and SOTIF for autonomous driving systems contributes to
the safety analysis of DNNs, as discussed by Kaneko et al.
[48], and highlights the need for robust hardware-software
integration within the ML development process [49].

Scenario-based
analysis refers to the process of identifying and analyzing
potential hazardous scenarios that may arise when the
driving conditions exceed the performance or functional
limitations of one or more system components or from
human factor considerations. The scenarios are derived
through a structured framework that combines variables

derived from different sources, including use cases, trig-
gering conditions, foreseeable misuse, and limitations of
the sensors.

The significance of a SOTIF-related scenario dataset
that covers different weather, seasons, and times of the
day, and includes trigger conditions that can significantly
degrade the perception ability and uncertainty estimation
methods for perception-oriented detection algorithms,
is highlighted by [50]. Peng et al. [32] used a SOTIF-related
scenario dataset to evaluate ML-based object detection
algorithms, highlighting the importance of considering
scenarios beyond the intended use of the system.

Maier et al. [51] proposed a novel approach to ensure
the safety of automated vehicles using causal models and
causal metrics. This approach can identify critical param-
eter configurations and help address the difficulty in
creating a sufficient set of scenarios for SOTIF. Moreover,
Meyer et al. [52] introduced a systems modeling language
(SysML)-based approach, designed to ensure SOTIF
compliance, by integrating scenario and use case analysis
through structured identification and mitigation of risks.
Validated by an autonomous parking case study, this
approach bridges system requirements with safety
analysis, demonstrating practical applicability.

The optimization and validation method for scenario-
based safety analysis focuses on reducing the number of
scenarios while maintaining safety standards [53]. This
aligns with the SOTIF analysis framework by Meyer et al.
[42], emphasizing the need for structured validation and
prioritization. Additionally, evaluating scenario distribution
for verifying and validating SOTIF systems is essential for
maintaining system reliability, as discussed by Peng et al.
[54], contributing to the overall process of safety valida-
tion [55]. Finally, [54] emphasized the importance of simu-
lation-based testing and evidence-driven development
feedback loops to ensure ADS safety and reliability.

3.2. Limitations Acknowledged

This subsection presents the limitations acknowledged
by the authors in their respective research papers,
summarizing them into categories such as limitations in
validation frameworks, scope and applicability of proposed
approaches, data quality and simulation challenges, and
human factors and ethical considerations.

The
proposed unified evaluation framework for automated
vehicles by Roshdi et al. [56] is considered as proof of
concept and necessitates real-world validation.
Additionally, the rulebooks framework proposed by Collin
et al. [25] for ensuring the safety of intended driving
behavior is not a generic solution and should be used
alongside other validation methods. The methodology
proposed by Kaiser et al. [57] for integrating safety
analyses and simulation in autonomous emergency
braking system (AEBS) use cases necessitates validation
in real-world scenarios to ensure its effectiveness and
practicality. This is because the proposed methodology
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is based on a single use case and may not be directly
applicable to other systems, and the challenges associ-
ated with implementing the methodology in practice need
to be addressed.

Moreover, an approach for SOTIF risk mitigation
based on unified ODD monitoring proposed by Yu et al.
[40] has some limitations. First, the proposed framework
has not been tested in real-world scenarios, and further
testing is required to validate its effectiveness in real-
world environments. Second, the proposed framework
relies on accurate sensor data, and any errors or malfunc-
tions in the sensors could affect the performance of the
framework [4Q].

The above-mentioned limitations emphasize the need
for refinement of validation frameworks to ensure their
applicability and effectiveness.

Putze et al. [58] and Waschle et al. [59]
acknowledged limitations in the scope and applicability
of their proposed approaches. The approach for quanti-
fication of SOTIF validation of the ADS is based on a
simplified model of the lane-keeping system, potentially
limiting its direct applicability to other ADS [58]. Similarly,
a study on artificial intelligence (Al) safety in highly auto-
mated driving acknowledges its focus only on highly auto-
mated driving and highlights potential limitations in
generalizability to other domains [59].

Adee et al. [60] proposed a methodology for utilizing
Bayesian networks to model triggering conditions and
performance limitations in a scene to assess the SOTIF.
However, the scope of the methodology is limited to the
scene model and does not consider the dynamic nature
of the environment, and relies on expert knowledge and
real-world data, which may not be available or applicable
in all driving scenarios.

The influence of fog weather on automotive vision
target detection is studied for only fog weather condi-
tions, but not extended to other weather conditions [61].
Feth et al. [29] acknowledged that their proposed safety
engineering methodology for highly automated driving is
in the early stages of development and that further
research is needed to evaluate its effectiveness and appli-
cability to different use cases.

The scope and applicability limitations underscore
the necessity of developing adaptable methodologies that
can address diverse situations, environments, or condi-
tions in which it may be applied. The situations may differ
in terms of specific requirements, constraints, objectives,
and may require adaptations in proposed approaches.

A review of risk assessment methodologies highlights
their limited applicability across different contexts, further
supporting the need for adaptable approaches [62]. The
controlled testing environment of the Quadsight® vision
system similarly restricts its generalizability to real-world
scenarios, emphasizing the necessity of broader testing
conditions [63]. The review of FuSa design methodologies
lacks empirical evidence and case studies, which supports
the need for further validation and testing to ensure appli-
cability across different autonomous vehicle systems [64].

Additionally, the limitations in autopilot functionality and
evaluation standards underscore the need for detailed
scenario collections for reliable human—-machine interac-
tion testing [8, 59]. Reliance on expert knowledge intro-
duces variability, limiting the applicability of methods
across different scenarios, as highlighted in approaches
like those discussed by Feth et al. [36], where effective-
ness varies depending on the context [65].

Peng et al.
[32] and Borg et al. [45] recognized challenges related to
data quality and simulation. Data quality refers to the
accuracy, completeness, and reliability of the dataset used
for analysis. The research paper by Peng et al. [32] on
uncertainty evaluation of object detection algorithms
acknowledged limitations in the size and diversity of the
used dataset, as well as complexities in uncertainty analysis.
The limitations of using simulation for empirical evaluations
are highlighted, with emphasis on potential disparities
between simulation and real-world scenarios [45].

Kirovskii and Gorelov [24] proposed a safety case
model for ML that aims to prove the residual risk associ-
ated with functional insufficiencies in the object detection
and classification function is acceptable. However, the
proposed safety case model relies on data, including
driving and accident statistics, as well as relevant trig-
gering conditions. It is assumed that, if this data is not
available or of poor quality, the safety case may not fully
capture all possible driving scenarios and risks associated
with the system.

Peng et al. [50] acknowledged that the proposed
dataset may not cover all possible long-tail traffic
scenarios, and the evaluation protocol may not be suffi-
cient for safety-critical applications. Furthermore, the
German In-Depth Accident Study database is used for
criticality analysis of the ADS, but its limitations to
Germany mean that the findings may not be representa-
tive for other regions or countries [66]. Challenges in
validating ADS functions, particularly due to the complexity
and variability of scenarios, highlight the need for robust
simulation frameworks and realistic sensor models [67].

Human
factors’ considerations include designing the driver—
vehicle interfaces to be intuitive and easy to use, mini-
mizing driver distraction, and ensuring that the automated
vehicle is ergonomically designed. Ethical considerations
refer to the moral principles that guide decision-making
and behavior of the ADS. Ethical challenges arise when
the ADS are required to make decisions in complex and
potentially hazardous situations. Resolving the ethical
dilemmmas and ensuring that the system’s decision-making
aligns with societal norms and values is a complex task.

Ethical considerations related to the allocation of
control authority between the driver and the ADS can
be complex and require careful consideration [68]. Yan
et al. [68] mentioned that the uncertainty and variability
of driver behavior make it challenging to design effective
safety evaluation strategies and dynamic evaluation
models of driver error.
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The unified evaluation framework proposed by Roshdi
et al. [56] for automated vehicles overlooked the impact
of human factors on the ADS safety. Moreover, a research
paper on rethinking certification for higher trust and
ethical safeguarding of the ADS by Kusnirakova et al. [69]
acknowledged the absence of comprehensive require-
ments for ethical considerations.

3.3. Addressing RQ

Based on the insights from Subsections 3.1 and 3.2, this
subsection addresses the RQ by identifying factors associ-
ated with the successful implementation of SOTIF measures,
safety challenges that arise when ensuring SOTIF for ADS,
and research gaps determined from the SLR.

¢ Risk Assessment and Risk Mitigation

The process of identifying, analyzing, and evaluating
potential risks associated with the functionality of an
ADS and implementing measures to reduce or mitigate
these risks to ensure safety. The effectiveness of these
measures is evaluated during the verification and vali-
dation phases of the SOTIF process to ensure that they
are effective in reducing the identified risks [29, 36, 37,
39, 40, 42].
e System Design

The systematic process of defining the architecture,
components, interfaces, and data for an ADS to meet
specified requirements, including the allocation of func-
tionality to ML-based algorithms while considering
safety aspects [24-26].

System design includes ensuring that the system
is designed to be safe and reliable, and that it can
detect and respond to potential hazards. The system
should be designed to be transparent, so that users
can understand how it works and what its limitations
are. It means that there must be clear and concise
information about the system’s capabilities and limita-
tions, as well as any potential hazards or risks associ-
ated with its use.

¢ Testing and Validation

The activities performed to verify and validate the
performance and safety of ML-based components in
an ADS, including testing under various conditions to
ensure that the system functions as intended and
meets safety requirements [32, 51, 67].

¢ Unknown Scenarios

Situations or conditions that have not been encoun-
tered or anticipated during the development and
testing of an ADS, posing challenges in ensuring the
system’s safe operation in novel or unexpected circum-
stances [30, 70].

e Human Factors

Factors related to human interaction with the ADS,
including user interfaces, communication protocols,
and decision-making processes, which impact the
safety and effectiveness of the system in real-world
driving scenarios [68].

e Sensor Limitations

Constraints or insufficiencies in the performance of
sensors used in the ADS, such as inaccuracies, limited
range, or susceptibility to environmental conditions,
which can affect the system’s ability to perceive and
react to its surroundings accurately [32, 45, 71].

e System Complexity

The degree of intricacy and interdependence of
components, algorithms, and functionalities within an
ADS, which can introduce safety challenges related to
system integration, performance optimization, and
fault tolerance in complex driving scenarios [25].

¢ Limited Focus on Human Factors

Human driver behavior and interaction with the ADS
can have a significant impact on the safety of the
system, but there is a lack of understanding of how to
effectively integrate human factor considerations into
SOTIF methodologies.

* No unified evaluation criteria for SOTIF measures

Unified evaluation criteria are necessary because they
provide a consistent and objective way to evaluate the
effectiveness of SOTIF measures. Without unified
criteria, different stakeholders may use different evalu-
ation methods, leading to inconsistent and potentially
unreliable results. This can result in increased safety
risks and potential harm to road users [35].

3.4. Comparative Analysis of
Methods Supporting SOTIF

This subsection presents a comparative analysis of the
methods and frameworks identified in the SLR review
that support the SOTIF in ADS. The objective is to
evaluate their effectiveness, challenges, and practical
applicability. Table 5 summarizes these approaches, high-
lighting their individual contributions and interrelation-
ships. By synthesizing these insights, practical implica-
tions are identified, findings are compared with existing
literature, and recommendations are provided for their
application.

The comparative analysis underscores the necessity
of a multifaceted approach to address the safety chal-
lenges associated with SOTIF in ADS. The methodologies
identified in the literature address different aspects of
these challenges, including risk mitigation, uncertainty
management, scenario-based validation, ML safety assur-
ance, and real-time control and monitoring.




12 A SYSTEMATIC LITERATURE REVIEW ON SAFETY OF THE INTENDED FUNCTIONALITY

TABLE5 Comparative analysis of approaches and methodologies supporting SOTIF.

Methodology/

approach Description and insights Considerations/challenges

Holistic approach Integrates FuSa and SOTIF standards to address Managing dual safety methodologies

combining FuSa and  systematic failures and functional insufficiencies in increases complexity.

SOTIF ADS. Implements SOTIF requirements within the Requires extensive documentation and
FuSa lifecycle, ensuring safety analysis throughout rigorous lifecycle management to balance
development and operation. FuSa and SOTIF processes.

Highlights the necessity of addressing both
malfunctioning behavior and performance limitations,
essential in systems where Al significantly impacts

safety.
Rulebooks Specifies AV driving behavior through formalized, Defining a coherent rule set and priority
framework prioritized rules, aligning with SOTIF requirements. structure is complex.
Scenario-agnostic and focuses on behavior, providing Requires resource-intensive testing and
flexibility across various vehicle platforms and validation in real-world and simulated
algorithms. environments.

Integrated modular  Integrates hazard and risk analysis across hardware  Increases system complexity due to aligning
safety system (IMSS) failures, environmental perception, human interaction, multiple safety requirements.

and sys*val and Al functionality. Requires substantial resources for ongoing
framework Emphasizes continuous validation and integration of  validation in unpredictable environments.
FuSa and SOTIF in autonomous vehicles.

STPA-based SOTIF Applies STPA to identify unsafe control actions and Requires expertise in modeling and
analysis causal factors, integrating them into the safety analyzing control structures. Complexity in
lifecycle to address functional insufficiencies. aligning with I1SO standards.
Supports deriving safety requirements linked to Depends on detailed data for functional

hazards from ML limitations, component interactions, insufficiencies and operational scenarios.
and system behaviors.

Bayesian network Uses Bayesian networks to model and quantify Complex modeling and interpretation of
analysis uncertainties in system performance, supporting extensive data required for network
systematic safety evaluation. construction and calibration.
|dentifies weaknesses and calculates hazard rates Challenges in managing uncertainties when
across various configurations. data is incomplete or estimated.
Quantitative risk Tailors Hazard Analysis and Risk Assessment (HARA)  Ethical considerations in allocating incident
norm (QRN) for ADS by establishing quantitative risk norms. frequencies.
Defines acceptable incident frequencies for different  Implementation complexities.
severity classes, deriving safety goals based on Significant effort required to quantify and
incident classification rather than listing all validate incident frequencies, especially for
operational scenarios. complex ADS designs.
Probabilistic Handles uncertainties using probabilistic models. EEN Require expertise in probabilistic reasoning.
modeling and and Bayesian networks model various uncertainties. Depend on data availability and quality.
copula-based i
mpd in Copula-based models capture dependencies Complex implementation and interpretation.
odeling between driving parameters using real-world data,
improving simulation reliability.
Out-of-distribution Distinguishes between in-distribution and out-of- Requires precise tuning of detection
detection distribution data to identify gaps in training datasets thresholds.
and detect uncertain conditions during operation. Relies on training data quality.
Supports the safety lifecycle of ML-based ADS by Integration with runtime safety mechanisms

highlighting underrepresented areas and triggering 31, be resource intensive.
fallback mechanisms.

Causal model-based  Utilizes structural causal models to represent causal  Requires significant domain expertise.
engineering and relationships in automotive safety. Challenges in managing complexity,
scenario-based Facilitates scenario-based testing by identifying ensuring model consistency, and validation.
systems engineering  ritical scenarios through probabilistic reasoning and  rerative development and integration of
counterfactual analysis. diverse knowledge sources needed.

Integrates scenarios into system engineering,
enabling traceability and supporting SOTIF analysis.

References
(24, 26]

25]

27, 28]

(36, 43, 44]

(37, 60

[42]

(30, 31, 60]

(14, 51, 52]

(Continued)
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TABLE 5 (Continued) Comparative analysis of approaches and methodologies supporting SOTIF.

Methodology/
approach

Robust non-fragile
fault-tolerant control
(RNFTC) and unified
ODD monitoring
framework

Assurance of
machine learning
components
(AMLAS)

Perception SOTIF
evaluation
frameworks

Self-surveillance and
self-adaptation
system

SOTIF scenario
hierarchy and
metrics-driven

Description and insights

Develops control strategies and monitoring
frameworks to ensure SOTIF compliance.

RNFTC mitigates risks from performance limitations,
environmental disturbances, and system
uncertainties.

Unified ODD monitoring framework monitors
weather, vehicle behavior, and road conditions.
Provides a framework for developing safety cases for
ML-based systems. Integrates safety mechanisms
like out-of-distribution input rejection.

Relies on systematic testing and validation within a
minimal ODD.

Focuses on evaluating and addressing perception-
related SOTIF challenges using specialized datasets
emphasizing long-tail traffic scenarios.

Utilizes methods estimating detection uncertainty to
identify and mitigate perception insufficiencies.

Provides a framework for real-time monitoring and
mitigation of SOTIF risks.

Combines inherent risks from algorithm performance
limitations and external collision risks.

Uses uncertainty estimation methods like Deep
Ensembles and entropy quantification.

Generates diverse test scenarios based on risk
assessment and metrics like Scenario Potential Risk.

Uses genetic algorithms for scenario generation,

References
(39, 40]

Considerations/challenges

Requires complex control designs and
advanced estimation techniques.

Challenges in integrating heterogeneous
sensor inputs and adapting to dynamic
scenarios.

Challenges in ensuring sufficient safety
evidence for ML-based systems.
Managing limitations in training data,
especially from simulated environments.

[45]

Requires continuous dataset updates for
broader coverage.

High computational resources needed.

Does not fully mitigate all uncertainties in
perception algorithms or datasets.

High computational demands for real-time
risk quantification.

Requires accurate modeling of uncertainties.

Increases system complexity when
integrating multiple Al modules.

(32, 50]

[72]

Requires accurate risk quantification
through probabilistic methods.

Managing computational complexity in

[73-75

scenario generation  enapling identification of critical cases.

Holistic frameworks integrating FuSa and SOTIF
provide safety coverage but introduce lifecycle complexity
that requires efficient management strategies. Uncertainty
management techniques, exemplified by probabilistic
modeling and Bayesian networks, are crucial for handling
data variability and sensor limitations but depend heavily
on detailed and high-quality data. Scenario-based valida-
tion frameworks are essential for testing under diverse
and critical conditions, capturing edge cases, but are
computationally intensive and require iterative
refinement.

ML safety assurance frameworks focus on ensuring
that ML components meet safety standards, which is
particularly important for ADS systems relying heavily on
ML. However, limitations in training data and evidence
generation present significant challenges. Real-time
control and monitoring approaches address performance
limitations and external disturbances in dynamic environ-
ments but may face scalability issues due to complexity
and computational demands.

Comparison with existing literature shows a
consensus on the need for integrated methodologies that
address both functional insufficiencies and performance

scenario generation.

Balancing diversity and criticality in test
cases is intricate.

limitations inherent in ADS. Nevertheless, gaps exist in
the practical applicability and scalability of these methods,
particularly regarding data availability and computational
resources. Existing studies often emphasize the effective-
ness of individual approaches without providing solutions
that are readily implementable in real-world systems.

Future research should focus on developing adapt-
able and scalable methodologies that can function effec-
tively with limited data and computational resources.
Addressing human factors and real-world applicability is
crucial to bridge current gaps. Establishing unified evalu-
ation criteria for SOTIF measures would improve consis-
tency and comparability across different studies and
applications.

Selecting appropriate methodologies should align
with the specific needs and constraints of the ADS under
development. Systems operating in highly uncertain envi-
ronments benefit from uncertainty management tech-
nigues, while those heavily reliant on ML components
should prioritize safety assurance frameworks. Often, a
combination of methods is necessary to address SOTIF
challenges. Implementing SOTIF measures effectively in
ADS requires an approach that integrates various
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methodologies tailored to specific challenges. Careful
selection and combination of appropriate methods can
improve the safety and reliability of ADS, facilitating their
wider acceptance and deployment. This comparative
analysis provides a foundation for informed decision-
making regarding the most suitable methodologies for
particular aspects of SOTIF, aiding researchers and prac-
titioners in advancing the field.

3.5. Supplementary Insights:
Extending the Literature
Scope

Recent publications from 2024 directly address specific
research gaps identified in the SLR. These studies were
not subjected to the PRISMA-guided systematic review
but are included due to their direct relevance to the identi-
fied gaps. Although not evaluated under the same criteria,
they provide valuable findings in hazard identification,
scenario-based testing, handling of functional insufficien-
cies, integration of human factors, and validation meth-
odologies related to SOTIF. Therefore, they are presented
here as supplementary insights to complement the
findings of the review.

A methodology combining hierarchical Bayesian
networks with noisy gates to assess both known and
unknown hazards in ADS has been proposed [76]. By
integrating real-time data from the Internet of Vehicles,
this approach dynamically updates hazard probabilities,
enhancing adaptability to unforeseen conditions. This
method aligns with ISO 21448’s focus on unknown
scenarios and performance insufficiencies.

An adaptive mining framework using a multi-popu-
lation genetic algorithm to identify critical failure
scenarios in ADS has been introduced [77]. By modeling
scenarios using genetic algorithms and applying multi-
dimensional fitness functions, the framework efficiently
uncovers rare but high-risk events. This approach
supports systematic hazard identification and risk miti-
gation, essential for SOTIF compliance. Challenges
include computational complexity and the need for real-
world validation to ensure applicability beyond simulated
environments.

A scenario generation technique using Digital Twin
technology to create high-fidelity scenarios for ADS
testing has been proposed [78]. Incorporating formal veri-
fication methods, this framework ensures accurate and
diverse scenario generation, improving the reliability of
virtual testing. This method addresses unknown hazardous
scenarios as outlined in ISO 21448.

Research focusing on generating hazardous test
cases involving the ego vehicle’s liability in junction scenes
has been conducted [79]. A cost-based controller
combined with an iterative framework is developed to
produce critical scenarios involving complex traffic interac-
tions. This approach aids in identifying potential perfor-
mance insufficiencies in ADS under challenging conditions,
such as intersections where liability and right-of-way rules
are significant. The study is limited to junction scenarios,

indicating the need for further research to generalize the
methodology to other driving contexts.

A method for evaluating LIDAR performance under
rainfall conditions has been proposed [80]. By analyzing
risk factors affecting LIDAR, such as signal absorption and
scattering by raindrops, the study highlights the impact
of environmental conditions on sensor performance. This
emphasizes the importance of incorporating environ-
mental factors into safety validation, directly supporting
SOTIF analysis and testing. Limitations include reliance
on specific rainfall simulations, which may not capture all
natural variations.

The Safety Shell, a multi-channel architecture
designed to handle functional insufficiencies in automated
driving, has been introduced [81]. By integrating redundant
ADS channels with distinct world models and motion
planning functionalities, the Safety Shell enhances safety
and availability, addressing runtime uncertainties and
functional insufficiencies. Challenges include computa-
tional demands and the need for optimal parameter
tuning to balance safety and functionality.

The use of large language models to support hazard
analysis and risk assessment (HARA) has been explored
[82]. The study demonstrates that language models, when
provided with structured prompts, can generate relevant
safety goals, improving the efficiency of the HARA process.
While this approach aligns with ISO 21448 by automating
aspects of safety requirement engineering, limitations
involve the risk of inaccuracies due to model limitations
and the necessity for human oversight.

Gaps in ISO 21448 related to external human-
machine interfaces in automated vehicles have been iden-
tified [83]. The study proposes extending the standard to
include socio-technical perspectives, emphasizing problem
space selection and vehicle-to-everything interaction
analysis. This work highlights the importance of inte-
grating human factors into SOTIF analysis to ensure
thorough safety evaluations.

A validation testing method tailored for Highway
Assistance functions has been proposed [84]. By incor-
porating multidimensional elements of the target market
and developing second-level acceptance criteria, this
method addresses unknown risks specific to highway
scenarios, advancing SOTIF compliance by ensuring that
validation processes are context-specific and thorough.
Limitations involve reliance on target market data and
balancing simulation with real-world testing due to
resource constraints.

A methodology for integrating SOTIF into a validation
tool suite using an ontology-driven framework for scenario
description has been presented [85]. By operationalizing
SOTIF principles through scenario-based validation and
standardized metrics, this approach enhances the iden-
tification and management of hazardous scenarios.
Challenges include scalability and dependence on existing
standards, which may limit flexibility.

A method for validating perception performance
insufficiencies through fault injection has been introduced
[86]. By systematically injecting performance insufficien-
cies into the perception subsystem, the approach
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evaluates ADS behavior under degraded conditions. This
method addresses ISO 21448 requirements by targeting
unknown and hazardous scenarios resulting from percep-
tion insufficiencies. Limitations include reliance on expert
judgment for calibrating factors and computational inten-
sity of simulations.

Future research should focus on real-world validation,
scalability of methodologies, and broader applicability
across different operational design domains. Integrating
these advancements will strengthen safety assurance
and support the development of more robust and
reliable ADS.

In this section, future research directions discovered
during the SLR that hold significant relevance to SOTIF
are briefly presented. These future research directions
are derived from insights gathered from research papers
encountered during the SLR, even if they were eventu-
ally excluded.

4.1. ML Models in Handling
Situational Awareness
Scenarios

Situation awareness in automated driving refers to the
vehicle’s ability to perceive and understand its environ-
ment in real-time. This includes recognizing elements in
the surroundings, comprehending their significance, and
anticipating their future states. It involves the use of
sensors such as GPS, lidar, radar, and cameras to gather
data about the surroundings [87].

Automated vehicles operate in an evolving environ-
ment where the ODD cannot be fully specified or antici-
pated. ML models, particularly DNNs, are essential for
processing sensor data to identify and interpret environ-
mental elements. Factors such as seasonal changes,
sensor degradation, and variations in traffic patterns can
cause distributional shifts, leading to a mismatch between
training data and real-world data, thereby degrading ML
model performance. DNNs are particularly brittle, with
small input data perturbations potentially causing signifi-
cant output deviations. This brittleness can result from
changes in weather, lighting conditions, or adversarial
inputs, posing safety risks by misclassifying critical
elements [88].

The performance of ML models in situational aware-
ness also depends on their ability to generalize and
remain robust under varying conditions. Generalization
refers to the model’s capacity to handle previously unseen
events accurately, while robustness indicates consistent
performance despite similar input conditions [89].
However, these models face significant challenges,
including model and data uncertainty due to incomplete
requirement analysis, insufficient or biased training data,
and real-world variations [88].

Safety concerns related to using ML models in safety-
critical perception tasks include the inability of ML-based
algorithms to learn semantic or causal relationships,
leading to a focus on correlations in data rather than
understanding the underlying reasons for predictions.
This black-box behavior of ML models poses a challenge
for evaluating safety aspects because it is difficult to
comprehend how these models arrive at their decisions,
making it hard to ensure their reliability in critical situa-
tions. Additionally, the dependence on labeled datasets
for training DNNSs introduces risks if the labeling quality
is insufficient, potentially leading to misleading results
during testing and impacting the overall performance and
safety of the system [90].

ML models often lack robustness and fail to gener-
alize across all scenarios, with standard performance
metrics not adequately accounting for the severity of
errors in safety-critical contexts. Safety assurance
requires acknowledging these limitations, implementing
both design-time and operation-time controls, and
building a convincing safety case supported by iterative
evidence to define and manage acceptable levels of
residual risk [91].

In scenarios where ML models cannot handle specific
situations in automated driving, context awareness
method, which uses the Active Inference (Actinf) model,
can address these weaknesses by integrating contextual
data and auxiliary inputs to enhance prediction accuracy
and decision-making. Actinf employs a partially observ-
able Markov decision process (POMDP) to manage uncer-
tainties and partial observations, allowing vehicles to infer
critical information from the behaviors of other road
users. This method improves safety and adaptability in
real-time without extensive retraining. For instance, if a
stop sign is obscured or missing, the Actinf model can
infer its presence by observing cautious behaviors from
other vehicles and pedestrians, ensuring accurate and
safe navigation [92].

Employing supervised learning technigues maximizes
black-box test coverage within a specified timeframe,
improving the robustness of ML models in diverse driving
scenarios. Quantum machine learning offers potential for
developing ML models for safety-critical applications such
as automated driving. Exploring quantum techniques
could address the limitations of traditional ML models in
complex driving scenarios. Refining Al hyperparameters,
analyzing dataset adequacy, and systematizing Al failure
modes can improve ML model performance in automated
driving systems. Application-specific approaches tailored
to driving scenarios are crucial for identifying and
assessing corner cases. Customizing solutions for road
challenges can improve ML models’ ability to handle
complex situations. To mitigate risks from adversarial
attacks exploiting corner cases, ML models can
be strengthened through adversarial training, robust opti-
mization, and anomaly detection [93].

Moreover, fuzzy logic systems handle uncertainty and
imprecision well, making them ideal for modeling human
behavior and environmental factors in driving scenarios.
Unlike traditional ML models, fuzzy logic systems process
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information more quickly, providing faster responses in
real-time applications. Studies have shown that fuzzy logic
can achieve comparable predictive accuracy to ML models
while offering greater robustness and interpretability.
Integrating fuzzy logic with ML approaches could there-
fore lead to reliable and efficient situational awareness
systems in automated vehicles [94].

4.2. Implication of Uncertainty in
ML-Based Perception
Algorithms for SOTIF
Analysis

Uncertainty is an inherent characteristic of ML algorithms,
as they rely on statistical inference and probabilistic
reasoning to make predictions. However, uncertainty
arising from sensor limitations, algorithm complexities,
and the stochastic nature of real-world scenarios can
significantly affect the reliability and safety of ML-based
perception systems. Without explicitly considering uncer-
tainty in SOTIF analysis, important factors contributing
to functional insufficiencies and the safety of the ADS
may be overlooked.

Uncertainty manifests in diverse forms, including
incomplete or noisy sensor data, ambiguities in object
detection and classification, and challenges in predicting
the behavior of dynamic environmental elements. These
uncertainties can lead to incorrect decisions, faulty inter-
pretations of surroundings, and inadequate responses to
critical situations. Therefore, understanding and effectively
managing uncertainty is essential for the safety and
dependability of ML-based perception systems.

Recent works have addressed the complexities of
uncertainty in ML-based perception systems within the
context of SOTIF. Notably, Adee et al. [31] developed
methods for modeling uncertainty, and further analyzed
these methods in another study [60]. Burton and Herd
[95] looked into how to ensure the safety of ML-based
systems. Studies on evaluating perception for SOTIF
[96] and analyzing perception architectures [97] have
provided valuable insights. Efforts to measure and
reduce SOTIF risks, including novel approaches to SOTIF
entropy [72], managing ML uncertainties to meet safety
standards [98], and digital modeling for SOTIF software
interactions [99], have provided a foundation for
future research.

Future research should focus on investigating and
demonstrating the implications of uncertainty in ML-based
perception algorithms for SOTIF analysis. Empirical
research and theoretical frameworks can be employed
to explore how uncertainty impacts the performance and
safety of ML-based perception systems across diverse
scenarios and operating conditions. Subjecting ML algo-
rithms to different sources of uncertainty, including sensor
limitations, algorithmic complexities, and environmental
dynamics, insights can be gained into the functional insuf-
ficiencies that arise and their potential consequences on
system safety.

4.3. Framework for Modeling
SOTIF Scenarios and Test
Case Generation

The ISO 21448 [3] standard provided guidance on the
structured approach for modeling SOTIF scenarios and
test case generation.

The approach involves a series of steps, starting with
defining the ODD of the system and identifying triggering
conditions that could impact its performance.
Subsequently, SOTIF scenarios are then formulated based
on these potential functional insufficiencies. Concrete test
scenarios derived from these conditions enable the evalu-
ation of the system’s SOTIF performance. In this context,
the triggering condition, combined with the operational
situation, creates the test scenario, leading directly to
unintended vehicle behavior. The pass—fail criteria are
established in response to the automated vehicle’s
behavior in these scenarios. Figure 5 illustrates the
process by which a triggering condition results in unin-
tended behavior due to functional insufficiencies or fore-
seeable misuse, and how this informs the determination
of pass—fail criteria based on the vehicle’s response.

Test scenarios are designed to represent situations
with potential functional insufficiencies, involving key
system elements in perception, planning, and execution
of driving tasks. Selection is based on hazardous scenarios.
Elements denote the components or subsystems of the
ADS involved in these tasks. Targets specify the safety
goals or performance criteria for evaluating the system’s
ability to mitigate or avoid safety-critical hazards and
risks. Action describes the control measures taken by the
system to address these hazards and risks. Events identify
specific scenarios or situations that may lead to safety-
critical hazards and risks [3].

By deriving test cases or use cases based on different
triggering conditions, the system can be evaluated for its
ability to detect and respond to potential hazards. The
scope of SOTIF scenarios encompasses a range of factors,
including environmental factors such as weather, lighting,
and road conditions, as well as driver behavior and
system constraints.

Wau et al. [73] developed a hierarchy for SOTIF scenario
hierarchy for risk assessment and test case generation.
Ploeg et al. [100] developed a safety assessment frame-
work that integrates FuSa design with a scenario-based
approach. Piazzoni et al. [101] introduced a framework for
virtual scenario-based testing, highlighting the importance
of designing specific test cases to identify limitations and
inconsistencies in the ADS.

Birkemeyer conducted a series of studies, as refer-
enced in [13, 15, 102]. They presented a method for SOTIF-
compliant scenario generation using semi-concrete
scenarios and parameter sampling [13], identified gaps in
scenario generation techniques with respect to SOTIF
requirements [15], and introduced feature-interaction
sampling for scenario-based testing [102].

Furthermore, Bannour et al. [103] focused on symbolic
model-based design for generating logical scenarios,
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m Flowchart of SOTIF scenario development and test case generation process. (Data taken from Ref. [3])
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while Rajesh et al. [74] and Zhao et al. [75] explored
unknown-unsafe scenario generation and constructing
complex traffic scenarios, respectively, enhancing the
diversity and criticality of the SOTIF scenario library.

This paper presents the results of a SLR on SOTIF for
ADS, following the PRISMA guidelines. The review involved
developing a search strategy, defining exclusion criteria,
and selecting and assessing the quality of relevant studies
published between 2018 and 2023, using the Parsifal tool.

Analyzing 51 research papers, this study provides an
overview of the current state of research on SOTIF for
ADS. The main contributions are detailed in Section 3,
which includes a literature summary, acknowledged limi-
tations, a comparative analysis of methods supporting
SOTIF, and supplementary insights from recent publica-
tions addressing identified research gaps.

The literature summary highlights key thematic areas:
holistic safety approaches combining FuSa and SOTIF,
methods for addressing uncertainties, hazard identifica-
tion and risk assessment techniques, safety requirements
for ML-based perception, and scenario-based SOTIF
analysis. Limitations acknowledged in the literature
include challenges in validation frameworks, scope and
applicability limitations of proposed approaches, data
quality and simulation challenges, and human factors and
ethical considerations.

The comparative analysis emphasizes the need for a
multifaceted approach to address safety challenges asso-
ciated with SOTIF in ADS. It evaluates the effectiveness,
challenges, and practical applicability of various methods

Action and
events

AND Unmten.ded
behavior

Pass—fail

criteria

o

and frameworks, highlighting the importance of inte-
grating different methodologies tailored to specific chal-
lenges. The analysis identifies gaps in practical applicability
and scalability, particularly concerning data availability and
computational resources.

Supplementary insights from recent publications
extend the literature scope by providing findings that
directly address the identified research gaps. These
studies present advancements in hazard identification,
scenario-based testing, handling of functional insufficien-
cies, integration of human factors, and validation meth-
odologies related to SOTIF.

Critical factors for successful SOTIF implementation
include risk assessment and mitigation, system design,
and testing and validation. Safety challenges involve
unknown scenarios, human factors, sensor limitations,
and system complexity. Research gaps identified from
the SLR include a limited focus on human factors and the
absence of unified evaluation criteria for SOTIF measures.

Based on the findings, this paper recommends that
future research focus on developing adaptable and
scalable methodologies that can function with limited
data and computational resources. Addressing human
factors and ensuring real-world applicability are important
to bridge current gaps. Establishing unified evaluation
criteria for SOTIF measures would enhance consistency
and comparability across studies and applications.
Integrating advancements from recent studies into prac-
tical applications will strengthen safety assurance in ADS
and support the development of more robust and
reliable systems.

Future research directions include exploring ML
models in handling situational awareness scenarios, inves-
tigating the implications of uncertainty in ML-based
perception algorithms for SOTIF analysis, and developing
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frameworks for modeling SOTIF scenarios and generating
test cases.

The limitations of this paper include the focus on
literature published between 2018 and 2023, which may
exclude relevant research outside this period, and the
exclusion of certain publications due to the review meth-
odology’s criteria, potentially restricting the scope
of findings.

In summary, implementing SOTIF measures in ADS
requires an approach that integrates various methodolo-
gies tailored to specific challenges. Careful selection and
combination of appropriate methods can enhance the
safety and reliability of ADS, facilitating wider acceptance
and deployment. This SLR provides a foundation for
informed decision-making regarding suitable methodolo-
gies for SOTIF, supporting researchers and practitioners
in advancing the field.
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