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n these changing times, the application of Al (artificial

intelligence) algorithms has caused a paradigm shift

across various sectors and everyday activities. This
technological progress is perceived with great enthusiasm
but also with great uncertainty. Al has earned its place in
society by demonstrating its potential for analysis and,
more importantly, for assisting humans. However, this
has not come without concerns and questions about the
functioning of these systems and their potential risks.
Published reports already highlight situations when these
systems fail [1, 2] or are misused by humans [3, 4], ques-
tioning the reliability of Al.

The cooperative, connected, and automated mobility
(CCAM) sector has been potentiated due to advances in
Al algorithms, with the development of assisted or auto-
mated driving functions, including SAE-L2-4 features [5]
[e.g., advanced driver assistance systems (ADAS), occupant
monitoring systems (OMS), automated parking systems
(APS), etc] to achieve safer and more efficient transport.
Mobility is a service sector that humanity interacts daily
with, meaning that the success of any application in this
field will depend on its users’ trust. This implies the neces-
sity to develop trustworthy systems as a crucial prereg-
uisite for integrating and accepting them into society.
When such systems made use of Al technology, two main
questions arise: What is trustworthy Al? How to make an
Al trustworthy?

Work on the definition and research in this topic has
begun with a bumpy start since there are many perspec-
tives on what trust is due to the diversity of human
cultures and beliefs. This discussion has produced many
documents [6, 7, 8], research papers [9], and opinions [10]
about how Al can be trusted and whether it can be trusted
at all [11]. In Europe, there have been significant steps
toward the definition of trustworthy Al with the publica-
tion of the Ethics Guidelines for Trustworthy Al in 2019
[12] by the High-Level Expert Group on Artificial Intelligence
(Al HLEG). This document aims to guide the ethical use
and regulation of Al, stating that these systems must not
only be technically robust and reliable but also ethical.
This concept is derived from the Fundamental Human
Rights, orienting the development of these systems in a
way that is compliant and respectful of human rights: an
agreed basic norm of coexistence.

The Al HLEG proposes a list of seven key require-
ments (KR) for Al systems to be trustworthy: KR1THuman
Agency and Oversight, KR2 Technical Robustness and
Safety, KR3 Privacy and Data Governance, KR4
Transparency, KR5 Diversity, Non-discrimination and
Fairness, KR6 Societal and Environmental Well-being, and
KR7 Accountability. To make these principles more prac-
tical and applicable, they further elaborated a compre-
hensive list of specific and technical considerations that
should be addressed during the development, deploy-
ment, testing, and monitoring of an Al system. This

document is the Assessment List for Trustworthy Al
(ALTAI) [13]. During the same year, the intergovernmental
Organization for Economic Cooperation and Development
(OECD) made public a set of Al principles [14] to become
standard and provide a foundation for governments to
legislate and regulate Al. These principles promote the
creation and use of a trustworthy Al by (i) inclusive growth,
sustainable development, and well-being, (i) human-
centered values and fairness, (iii) transparency and
explainability, (iv) robustness, security, and safety,
(v) accountability.

On a normative level, the European Union has
published an Al Act in 2021 [15]. This document is the
closest to achieving a comprehensive legal framework
for Al in the European Union by the date of writing this
article. The Al Act is aligned with the OECD principles,
adopting its definition of Al. It classifies the systems
according to the risks in their implementation: (i) unac-
ceptable risk, (i) high risk, (iii) limited risk, and (iv) low or
minimal risk applications. Each risk category is subject to
different regulations and obligations, and the applications
will be regulated depending on the level of risk they fall
under. Systems categorized as limited risk would
be subject to a limited set of transparency obligations.
High-risk systems are subject to more specific require-
ments. Unacceptable risks are banned, and low-risk appli-
cations have no obligations. The Al systems related to
CCAM applications are considered high-risk [16].

According to the Al HLEG, given the context-speci-
ficity of Al systems, the implementation of these guide-
lines needs to be adapted to the particular application.
Moreover, the necessity of an additional sectorial approach
to complement the more general horizontal framework
should be investigated [12]. This exploration in CCAM can
be evidenced in [17] and especially in the Trustworthy
Autonomous Vehicles—Assessment criteria for trust-
worthy Al in the autonomous driving domain study [16]
by the Joint Research Centre (JRC). The JRC study offers
a comprehensive overview of the steps needed to achieve
trustworthiness at each of their proposed five key tech-
nology layers of autonomous vehicles (AVs): localization,
dynamic scene understanding, path planning, control, and
user interaction. The JRC study is a translation of the
seven KR that Al systems should meet in order to
be trustworthy from the ALTAI to the context of AVs.
Regarding transparency, it primarily focuses on the tech-
nical perspective with no mention of specific communica-
tion details, documentation, or information reporting.
Their main contribution to this article is the definition of
a list of criteria with which the KR of the ALTAI can
be accomplished in the AVs' domain.

Initial efforts have been made toward defining a
peaceful and ethical framework for Al integration into
society, but there is still a long way to go. This article
builds upon the concept of trustworthy Al, proposing a
methodology that aligns with the guidelines and obliga-
tions outlined in the ALTAI and Al Act proposal, adapted



to CCAM applications through the analysis of the require-
ments and assessment criteria of the JRC. This work
contributes to materialized practices for addressing the
transparency requirement, offering a methodology
composed of three report documents: Data Cards,
CCAM-tailored Model, and MLOps (Machine Learning
Operations) Cards.

The article is organized as follows: (i) The introduction
covers the importance of building trustworthy Al systems
and reviewing key documents that tackle this matter. It
also includes information about Al reporting and the
different templates proposed to disclose information
about machine learning (ML) models. (i) In the method-
ology, the template of the Model Card is presented.
Mapping each of its information items with an ethical
requirement or obligation. The MLOps Card is also part
of the section, along with an analysis of the stakeholders
of these reporting documents. (i) The discussion section
explores the need for standardization, intellectual property
concerns, and practical coommunication formats, drawing
lessons from other industries. (iv) Finally, the conclusions
section wraps up the contributions of this article.

Transparency

One major pillar for Trustworthy Al is transparency; both
the ALTAI document and the Al Act emphasize the impor-
tance of transparency in Al systems to achieve trustwor-
thiness and lawfulness. However, the definition of trans-
parency and the means to accomplish it are not the same
across the different documents of Al guidelines, ethics,
and regulation. In [18], the study showed this discrepancy,
with transparency being the most included ethical term
in guidelines/regulatory documents. But, when defining
it, some include other terms or means to achieve it, like
explainability, explicability, understandability, interpret-
ability, communication, disclosure, showing, and the like.

Transparency, as defined in the ALTAI, requires trace-
ability, explainability, and open communication about the
limitations of the Al system. In the Al Act, there is no
precise definition of transparency; however, it mentions
that, due to the difficulty in making the algorithms self-
explanatory, high-risk Al systems should “be accompanied
by relevant documentation and instructions of use and
include concise and clear information, including in relation
to possible risks to fundamental rights and discrimination
of the persons who may be affected by the system in light
of its intended purpose, where appropriate.” Additionally,
Article 11 (Technical Documentation) states that high-risk
systems must have technical documentation prepared
that includes the points presented in Annex IV. Article 13
(Transparency and provision of information to users) says
these systems shall be “accompanied by instruction for
use that include concise, complete, correct, and clear infor-
mation that is relevant, accessible and comprehensible to
users,” also providing a list of information points to include.

Cafias et al. / SAE Int. J. of CAV /Volume 8, Issue 1, 2025 127

Consequently, communication requirements to
accomplish transparency involve reporting relevant infor-
mation from the Al system [19]. This information should
cover the entire lifecycle of the Al system: from prepara-
tion, development, testing, deployment, and implementa-
tion. Table 1 summarizes related regulations, reports, and
recommendations that propose guidelines for building
ethical and trustworthy Al; they include transparency as
a key requirement. The table shows the provided defini-
tion of transparency, the ethical terms included when
defining it or as a means to achieve transparency, and
the details about what information should be reported.
Although this article does not intend to provide a semantic
or philosophical debate about the terms and the relation
between them, causality, or composition, we review the
requirements related to transparency, especially regarding
communication and disclosure, to find their applicability
in CCAM systems.

Reporting Documents

Despite the popularization of Al, there is no standard way
to report relevant information about these systems. Now,
with the transparency requirement, it has become manda-
tory to report information. However, questions remain
about what information is relevant to report, who are the
end users of these documents, what is the most effective
format for presentation, and the like [18, 19]. Also, although
principles and regulations, as outlined in Table 1, provide
some direction on what to report, clear guidance remains
largely broad and ambiguous.

Several proposals for Al-related reporting documents
have already been published. In 2018, Mitchell et al. [20]
introduced the concept of a Model Card: a document that
discloses information about a ML model, such as its
intended use, development, performance, and relevant
evaluations under a variety of conditions and across
different impacted human groups in the target application
domain to demonstrate its fairness. This was the first
documentation framework to be proposed and remains
relevant today, with examples of its implementation found
in [21]. More recently, the open-source model repository
platform Hugging Face has launched a Model Card
Creator App with a new and improved template based
on some user studies on Model Card usage [22].

Another essential proposal is the Factsheets [23]. The
authors inspired this document in the supplier’'s declara-
tions of conformity, an already existing and standardized
document that promotes transparency in other industries.
It is essentially a collection of information about how an
Al model or service was developed and deployed.

The Method Cards [24] is an approach targeting
report consumers who are specifically other ML engi-
neers. It allows these consumers or stakeholders to repro-
duce the models, understand the rationale behind their
designs, and introduce adaptations in an informed way.
The information comprises both prescriptive and
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TABLE 1 Definition of transparency, means to achieve it, and recommend reporting information.

Definition

Closely linked with the principle of
explicability and encompasses
transparency of elements relevant

ALTAI 2019

Traceability,
explainability, open
communication about

Reporting info

- Purpose

- Criteria of decision

- Accuracy and metrics

to an Al system: the data, the limitations
system, and the business models - Usage instructions
- Limitations and risks
OECD Principles 2019 This principle is about Explainability, - Main factors in a decision, determinant
transparency and responsible disclosure of relevant  factors, data, logic, or algorithm behind the
disclosure around Al systems to data specific outcome

ensure that people understand
when they are engaging with them
and can challenge outcomes

EU Al Act 2021

JRC-Trustworthy 2021
Autonomous
Vehicles

descriptive elements, putting the main focus on ensuring
that ML engineers are able to use these methods properly.
A more compact approach to transparency reporting is
the Transparency Index [25], a numerical indicator of how
much relevant information, from an item list, the authors
of the system have disclosed to the public. This is specifi-
cally designed for foundation models for Natural Language
Processing (NLP) applications.

All these methods share the same objective: to
provide useful, relevant, and critical information about an
Al system or model, offering insights into its ethical and
legal compliance, as well as its limitations and risks. In
Table 2, we present a summary of the information each
model-related reporting document includes.

Similar to models, methods for data reporting have
also been proposed. Datasheets [26] accompany datasets
and document their motivation, composition, collection
process, and recommended uses, among other details.
Additional data-related reports have emerged over time,
the main ones being: Dataset Nutrition labels [27],
Dataset Nutrition labels v2 [28], and Data Cards [29].
We propose an additional perspective to include for this

Communication,
interpretability,
explainability

Traceability,
auditability,
explainability,
communication

- How an Al system operates, is developed,
trained, and deployed in the relevant
application domain

- Provide meaningful information and clarity
about what information is provided and why
- |dentity and contact details of provider

- Level of accuracy, robustness, and
cybersecurity (Article 15)

- Possible misuse, risks

- Performance regarding person or groups the
system is intended to be used

- Risks and limitations

- Input, train, validation, and testing data

- Human oversight measures (Article 14)

- Expected lifetime or necessary maintenance
measures

- Technical documentation (Annex V)

- lllustrative examples

- Communicating the users that they are
interacting with an Al system

- Inform about purpose, criteria, and
limitations

communication requirement: MLOps Cards to describe
MLOps activities. This type of report discloses informa-
tion about the technical decisions and tools utilized to
create the Al system covering its entire lifecycle (data
gathering, labeling, training, testing, deployment, moni-
toring, etc.).

One limitation of the current approaches to model
reporting is that all Al systems cannot be described in a
standardized and general way. Each application field has
its unigue challenges, risks, and peculiarities. Depending
on their intended use, Al systems may impact humans in
various ways, and the nature of the task the model is
designed to solve will determine its structure, making it
challenging to consolidate all characteristics into a single
standardized reporting method.

In this research, we will not delve into the creation of
a Data Card specifically for CCAM. We believe that if a
system aligns with the specifications of CCAM, the data
used for its training will naturally align as well. Furthermore,
it is important to note that data is an asset that may not
necessarily be created by the same developers of a
system. It might not even be created for a related purpose
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TABLE 2 Sections of model-related reporting documents.

Model card [20] Huggin face model card [22]

- Model details + Model details

- Intended use - Uses

- Factors - Limits and risks
- Metrics - Model training

- Evaluation data - Model evaluation
- Training data

- Quantitative analyses
- Ethical considerations

- Caveats and recommendation

- Model examination

- Environmental impact
- Citation

- Technical specifications
- Model card contact

- How to get started

- Model card authors

- Glossary

- More information

or the same field of application. This makes the need for
a CCAM-specific Data Card more dispensable or less
critical. Our Model Card has a section dedicated to data,
where basic details can be provided. However, the presen-
tation of a full Data Card is advisable for comprehensive
understanding. Under our proposed methodology, any
popular or generic Data Card can be used to complement
the data-related information already included in the Model
Card. While a CCAM-specific Data Card is not essential
and a generic one is suggested, the presentation of a
Data Card remains important.

In this article, we advocate for the use of report docu-
ments as a method to enhance transparency in CCAM
applications. The details of the Al system to be reported
provide many ethical and technical definitions, contrib-
uting, at the same time, to other aspects of trustworthi-
ness like accountability, governance, and robustness. This
section describes how to create these documents, the
criteria they adhere to, and the stakeholders involved in
their creation and usage.

Our research aims to align and combine two main
perspectives of Al applied to CCAM systems: the regula-
tory definition of Al and its requirements to be trust-
worthy. On the one hand, there has been significant
progress in developing Al reporting documents that
provide relevant information items. On the other hand,
an adaptation to those requirements by the JRC provides
a list of criteria for evaluating trustworthiness in CCAM.
Both aspects face the necessity of increasing the trans-
parency of Al systems. We aim to harmonize these two
visions and suggest reporting documents as the answer
to the communication requirements of the transparency
normative with an additional focus on CCAM systems.
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Factsheets [23] Method cards [24]
- Overview - Basic method information

- Intended use - Safety and troubleshooting

- Data preparation

- Modelling and optimization

- Method benchmarking

- Interpretability and explainability

- Robustness

- Data and model
- Performance
- Usage considerations

The methodology presented in this article represents the
first practical attempt, to the best of our knowledge, to
merge these two converging work branches from two
so far dissociated trends: Al regulation and CCAM, and
Al reporting, as illustrated in Figure 1.

The proposed reporting cards in this article do not
replace other advised methods of transparency, including
technical documentation or logging systems (as required
in the Al Act), that can be provided as complementary
elements. Furthermore, these reporting cards should not
be used as a reference or assurance for building trust-
worthy systems; they are merely reporting documents.
The actual requirements and obligations are determined
by current regulations, which may be subject to changes
or updates.

Model Card

Looking forward to being compliant with the Al Act,
we followed the criteria required for evaluating trustwor-
thiness in CCAM published by the JRC. Our Model Card
is inspired by the original concept from Mitchel et al. [20]
and adapted to meet the requirements and specificities
of CCAM applications. It keeps the exact name of Model
Cards to align with the already established understanding
of it as a reporting document of the system’s information
and to contribute to its standardization.

While the term “Model Card” may suggest a focus
on individual ML models, our approach considers the
system that uses, integrates, or contains the model as a
whole. All documents of Al regulation or guidelines,
including ours, refer to systems rather than isolated
models, because the impact of a model cannot be fully
understood without considering the system in which it is
integrated. Analyzing an isolated model outside of its
system context offers limited insights. The system inter-
acts with users and performs specific functions; therefore,
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m Diagram of the methodology used for this research.

International human
rights

CCAM context

7 Requirements for

ALTAI trustworthy Al

—> JRC

the model's impact is essentially the system’s impact. For
example, the impact of a driver distraction detection
(DDD) system can vary significantly depending on whether
it preprocesses or stores images of the driver. These
processes could have privacy implications. It is important
to note that these “preprocessing” and “storing” processes
are part of the system, independent of the model. The
system encapsulates the model along with these system-
level processes to enable it to perform its function
successfully. Therefore, when evaluating the impact of
such a system, it is crucial to consider all its components
in addition to the model itself.

The granularity and scope of the system to
be reported are factors to be considered by the Model
Card creator and specified within it. However, our Model
Card design is intended to be ML model-oriented, mainly
focusing on the part of the system that interacts directly
with the model (i.e., input preprocessing, inference, post-
processing, etc). In case of conflicts with other models
within the system, an additional Model Card should
be provided. This approach ensures that each Model Card
accurately reflects the role and impact of its corre-
sponding model within the system.

Our Model Card template provides a structured
format to guide developers in detailing comprehensive
and accurate information about their models. This ensures
that all pertinent information is presented in a clear and
exhaustive manner, while also offering the flexibility to
include additional details about the model as needed. The
template, complete with sections and informational items
for developers to fill out, is presented in Table 3.

To create the Model Card, we have compared its
information items with the trustworthiness criteria (CR)
provided by the JRC. This helped us make the appropriate

Relevant reporting
transparecy
documents for CCAM

A

Sections and
information items to
increase transparency

Al
Reporting

THIS

RESEARCH €

List of criterions
important for
evaluating
trustworthiness in
CCAM

—>
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changes in the Model Card to fit the needs of CCAM.
Table 4 shows how each section in the Model Card
matches with the requirement from the JRC (represented
by its criterion ID), and their congruence with the seven
KR of the ALTAI and the obligations described in the
articles of the Al Act document. Additionally, it contem-
plates CCAM-related aspects like ODD’s (Operation
Domain Design), where the boundaries within which the
automated driving system can safely operate or is
designed to function are defined [31].

This analysis (correspondence between the items
included in the Model Card and current ethical guidelines
and regulations) is not meant to create a checklist for
developers to follow and achieve legal compliance. Instead,
it helps identifying key aspects of information related to
ethical principles and regulations that are important to
communicate to various users or stakeholders. Once a
system meets these legal and ethical criteria, a descriptive
summary of the system could include not only aspects
that align with the communication and transparency
recommendations stipulated in these documents (as
shown in Table 1) but also other elements that demon-
strate the system’s compliance with the rest of the
requirements. For instance, the “Ethical Considerations”
section is intended for developers to express how they
address these ethical requirements, but actual compliance
with these requirements must be achieved beforehand.

MLOps Card

In addition to the Model Card, providing details about the
development process of the model can offer further
insights and enhance transparency. This highlights the
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TABLE 3 Model Card template with sections and informational items.

1. Introduction

11

12

13

Author details

Information about the
individuals or organizations
responsible for developing the
model.

Model info

A summary of the model,
relevant information, and
license.

Contact details

Contact information to report
incidents or get more
information about the model.

2. Model details

2]

2.2

Model architecture

Detailed description of the
model architecture, including
hyperparameters, type of

model, or other relevant details.

Include diagrams or
visualizations to help explain
the architecture. AMLOps Card
can be provided as a
complement, which is highly
advisable.

Training data

Detailed information about the
data used to train the model.
This can include source, size,
preprocessing, data splits, and
data augmentation. A Data
Card can be provided as a
complement, which is highly
advisable.

Information of the authors

- Name and the affiliations of the authors

- Email of the authors or affiliation

- Relevant links to websites

- Affiliation logo

- Participation of each of the authors in the creation

Brief description of the model

- Brief description of the model (its task, purpose, expected interactions with users, etc.)
- Brief description of the model interaction with users

- Layer of technology it belongs according to the JRC classification [16]
- License of the model

- Version and the creation date of the model

- Links to repositories and/or website

- Relevant scientific papers citations and links

- lllustrative figure or an example of inference of the model

Detailed contact information

- Name and the affiliations of the contact

- Email address

- Website or phone number

Description of the model architecture

- Type of model (e.g., neural network, decision tree)

- Task of the model (e.g., classification, regression)

- Number of layers or nodes

- Information on the inputs and outputs of the model (e.g., images, multi-modal)

- Information on the inputs and outputs of the system or the ones directly interacting with
users

- Diagrams or visualizations of the architecture

- Description of the system the model is integrated into (e.g., Inference engine, data
preprocessing or post-processing)

- Describe the online continuous training process
- Model updating process and criteria
Detailed information about the data used to train the model
- Purpose of the dataset (intended use)
- Description of the dataset (e.g., size, format, number of instances, classes, features)
- Source of the data (e.g., a public dataset, created data, simulated)
- Statistics or visualizations to show the distribution of classes
- Details of any preprocessing steps that were applied to the data
Information about the data splitting into training and validation sets
- Method used to split the data (e.g., random sampling, stratified sampling)
- Additional information on the validation split if is different from the training split
- Statistics or visualizations to show the distribution of classes in each set
Information on data augmentation techniques applied
- Data augmentation techniques used (e.g., rotation, flipping)
- Examples of augmented data instances
(Continued)
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TABLE 3 (Continued) Model Card template with sections and informational items.

23 Evaluation data Detailed information about the data used to evaluate the model
Information about the data - Purpose of the dataset (intended use)
used to evaluate the model. . Description of the dataset (e.g. size, format, number of instances, classes, features)

This can include source, size, : )
preprocessing. A Data Cardcan Source of the data (e.g.,, a public dataset, created data, simulated)

be provided as a complement, - Statistics or visualizations to show the distribution of classes

which is highly advisable. - Details of any preprocessing steps that were applied to the data
3. Intended use and recommendations
31 Use cases and users Intended use cases of the model

Description of the intended use - Description of the problem the model is intended to solve

for the model. This can include . | ayer of technology it belongs according to the JRC classification (localization, scene

information about the problem nderstanding, path planning, control, user interaction) [16]

the model is intended to solve, Level £ vehic| ) f the SAE 5 dard it is i ded to be imol d
the target audience or users of evel(s) of vehicle automation of the [5] standard it is intended to be implemente
the model, and any specific - Technology readiness levels (TRL) of the system it is intended to be implemented

scenarios, situations, or users in . Risk classification according to the Al Act [15]
which the model is intended to

be used - Examples of specific scenarios or situations in which the model is intended to be used (e.g.,

with illustrations, storytelling)
- ODD description and specification of boundaries
Description of the developers to use the model (if any)
- Description of developer’s limitations (location, private sector, public, government, etc.)
- Level of expertise or technical knowledge required to implement the model

- Other uses of the model (possible uses of the model besides the one described in this
model card)

Description of the users that are analyzed or interact with the model (if any)

- Demographics (Information about the age, gender, location, etc. of the affected individuals or
groups)

- Relevant information for people with disabilities

- Relevant information for children

- Role of the users in the mobility context (e.g., driver, passenger, vulnerable road users)

- Specified human-related assumptions and fixed values when building the model (human
height, weight, Fitzpatrick skin types, age)

- Expertise required to interact with the model
32 Usage and recommendations Instructions on how to use the model (for developers)
Detailed instructions and - Brief description and details of where to find technical documentation

recommendations on how t0 ., nstryctions for developers to access the model for implementation
use the model and what is not

an expected behavior. - Guidance on how to use the model’s output in downstream applications

- Description of suggested ways to mitigate or work around any technical limitations
- Guidance on how to use the model in an ethical and responsible manner
Instructions on how to use the model (for users)
- Explanation of how to interact with the model
- Description of all intended human interactions with the model
- Strategies implemented for human oversight
- Description of how to exercise oversight
- Methods of communicating the users that they are interacting with the system
Explanation on how to report unexpected behaviors
- Guidance on how to identify unexpected behaviors that need to be reported
- Channel of communication to report incidences or incidents
- Channel of communication to give feedback about user interactions
(Continued)
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TABLE 3 (Continued) Model Card template with sections and informational items.

4. Evaluation performance

41

42

43

Metrics

Description of the specific
metrics used to evaluate the
model and any relevant
thresholds or criteria for
determining good performance
and monitoring techniques.

Results

Results of the performance
evaluation, including any
relevant statistics or
visualizations are described in
this section. This can include
information about the overall
performance of the model, as
well as its performance on
specific subsets of the data or
scenarios.

Monitoring

Description of strategies and
metrics to monitor of the
performance of the model after
deployment.

5. Limitations and risks

51

Limitations

Information about any
limitations or restrictions on the
use of the model. This can
include technical limitations as
well as ethical or legal
limitations.

Performance metrics used to evaluate the model

- Accuracy to measure model performance

- Precision and recall to measure performance in specific classes
- F1 Score to measure performance on an unbalanced dataset

- Metrics of overall performance (mission accomplished, per km failure rate, per km accident
rate, # manual interventions)

- Other AVs performance metrics like the ones suggested in JRC

Relevant thresholds or criteria for determining good performance

- Description of minimum acceptable values for each performance metric

- Comparison of the model's performance to relevant benchmarks or baselines
Information about how the evaluation was performed

- Evaluation method used (e.g., cross-validation, holdout set)

- Statistics or visualizations to show the model's performance

- Real data/real scenarios evaluation procedures

- ODD test coverage

Information about how the external evaluation was performed

- External parties’ certifications or audits

. Stakeholder participation in the evaluation

- Description of user tests and user studies

Results of the performance evaluation, including any relevant statistics or visualizations
- Explanation of each metric result

- Report of overall performance using summary statistics (e.g., mean, median)

- Visualization of performance in graphs or charts (e.g., confusion matrix, ROC curve)
- Qualitative results and expert appreciations

Model’s performance on specific subsets of data

- Performance in different demographic groups

- Performance in different situations or scenarios

- Performance on simulated data, test tracks, and real traffic situations

- Report of performance for defined ODD

Strategy of continuous monitoring of the performance

- Explanation of the strategy of continuous monitoring

- Measurement of concept drift

- Measurement of data drift

- Description of periodical tests and maintenance

Limitations or restrictions on the intended use of the model

- Technical limitations (e.g., the model only works with certain types of data)

- ODD-related limitations and boundaries (e.g., the model only works with certain scenarios)

- Reporting of any known failures of the system

- Specification if it is sensible to occlusions

- Specification if a calibration step is needed

- Ethical or legal limitations (e.g., the model should not be used for certain purposes, locations)

- Restrictions on the type or format of input data

System response when outside the ODD

- Description of the fallback plan

- Description of system behavior when failure or outside the ODD

- Description of system behavior when close to the limits of ODD

- Description of strategies for handling low confidence scores or model uncertainty
(Continued)

133



134

TABLE 3 (Continued) Model Card template with sections and informational items.

52

Risks and impact

Risks that can be related to the
usage of the model.

6. Ethical considerations

61

6.2

6.3

Fairness

Discussion of any potential
biases in the model or its
intended use. This can include
information about how the
model was tested for fairness,
as well as any steps taken to
mitigate potential biases.

Privacy

Information about how the
model handles user data and
any privacy considerations. This
can include information about
what data is collected, how it is
stored and used, and any
measures taken to protect user
privacy.

Explainability

Information about how
decisions made by the model
can be explained and reviewed.
This can include information
about the explainability of the
model.

Identification of the risks

- Description of the risk assessment

- Risk of attachment, addiction, and user behavior manipulation
- Risks from robustness deficiencies

- Risks from lack of explainability

- Risks from bias and discrimination

- Risks from vulnerability to attacks

- Privacy concerns

Impact of the model (positive or negative)

- Impact on end users' life

- Impact on society

- Environmental impact

Explanation of the adherence to the ALTAI

- Description of compliance with the key requirements

Model’s fairness using appropriate fairness metric

- Statistical parity difference to measure group fairness

- Equal opportunity to measure individual fairness

- Other fairness metrics

How any potential biases are mitigated

- Reweighting of the training data to balance underrepresented groups

- Modified loss function to weigh the loss contribution of the classes

- Other used bias mitigation techniques

Other remaining possible biases

- Description of how representative the train and test data used for the intended use case
- Diversity of end users included in the data

- Diversity of users testing and validating the model

- Description of inclusion in the analysis of people with disabilities

- Description of inclusion in the analysis of children

What data is collected, how it is stored and used

- Data map showing what data is collected and how it flows through the system
- Description of the data retention policy and how long data is stored

- Explanation of how personal data is used and shared with third parties
Implemented measures to protect user privacy

- Data anonymization techniques to de-identify user data (blurring, pseudo anonymization)
- Person blurring and license plate blurring

- Encryption of user data at rest and in transit

- Implementation of access controls to data

- Federated learning techniques

Relevant privacy regulations and standards compliance

- Link to consent and privacy agreements

- Description of how the user is asked for consent

- Protocol to the user to ask for deletion of their data

- Communication channel to the user to know their personal data treatment
- Explanation of compliance with the GDPR [30]

Used explainable Al (XAl) methods to increase model explainability

- Description of explainable Al techniques to make the model's decisions more explainable
(e.g., saliency maps)

- Uncertainty measurement
- Description of the logging system
- Other used XAl technigues
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TABLE 4 Correlation between the model card and ethical guidelines and requirements.

Model card item

JRC criterion (CR)

11 Authors details 7,77

1.2 Model info 45

1.3 Contact info 7,77

2.1 Model architecture 17,27, 222, 45
2.2 Train data 214, 216

2.3 Eval data 214,216

3.1 Use case and user 22,216, 6.7

3.2 Use and recommendations
4.1 Metrics

4.2 Results

4.3 Monitoring

5.1 Limitations

5.2 Risks and impact

12,18, 22,43, 44,45
23,217,45,510, 72, 77,73
213,215, 219,510

210, 215

29,21, 218, 2.20, 2.21, 45

6.1 Fairness 51,52,54,55,56,57,58
6.2 Privacy 23,31,32,33,34,35,36
6.3 Explainability 41,42

importance of reporting the software infrastructure and
processes involved in the model’s creation, implementa-
tion, and monitoring. Hence, we propose an MLOps Card
in this research, a document that outlines the techno-
logical decisions made during the development of an Al
system, acting in the same time as technical documenta-
tion. This document can help describe how the monitoring
of the model is being handled or how the CI/CD (contin-
uous integration and continuous delivery/deployment)
good practices are implemented.

This card features a diagram that represents the
processes and tools used in an ML solution, considering
the different stages of its lifecycle. The diagram in Figure
2 primarily consists of four main stages (commonly
involved when creating an Al model): data collection,
training, testing, and deployment. Inside each one, there
are common subtasks or processes performed when
building an ML model, represented by blocks. The ones
presented in the diagram are optional, and others can
be included.

In addition, there are other processes that support
the construction of the model throughout its entire life-
cycle. These are represented at the bottom of the
diagram; these are aspects such as computing, virtualiza-
tion, storage, and visualization. An Orchestrator is posi-
tioned at the top left of the diagram to indicate that an
orchestrion method of the stages or some process is
implemented to automatize its execution. The MLOps
Card is designed to enable the developer to specify the
tool or method they used for each block at each stage
of the process. The diagram also includes arrows indi-
cating the flow of the lifecycle and the connection between
blocks. These arrows can be edited to represent an itera-
tive process or a one-pass development. This allows for
flexibility in representing the flow of the model’s lifecycle
and the connections between the different stages.

11,16, 2.8, 212, 213,3.2,59, 61, 6.8, 76

ALTAI requirement Al act article

KR7 T(Annex V), 13

KR5 T(Annex V), 13

KR7 TI(Annex V), 13

KR1, KR2, KR4 T(Annex V), 13, 14
KR2 10, T(Annex V)

KR2 10, M(Annex 1V)

KR2, KR6 6, T(Annex V), 13
KR1, KR2, KR4 T(Annex V), 13, 14
KR2, KR4, KR5, KR7 9, M(Annex IV), 15
KR2, KR5 9, M(Annex IV), 13, 15
KR2 T(Annex V), 15

KR2, KR4 TI(Annex V), 13

KR1, KR2, KR3, KR5, KR6, KR7 9, M(Annex IV), 13, 14
KR5 10, T(Annex IV)

KR2, KR3 10, 15

KR4 12

The proposed MLOps Card provides a unified way of
representing the technical operations of an Al solution.
This way, the card allows for easy identification of the
flow of the lifecycle of the model and the compatibility
between the used tools. It also provides information
about the sources of the data, the annotation strategies,
the storage of the model, among other technical choices.
An MLOps Card can be provided to complement the 21,
Model Architecture Section of the Model Card.

Stakeholders

Due to the inherent complexity of CCAM systems and
services, multiple stakeholder roles participate in the
creation, deployment, or utilization of Al-based systems.
The developer is often seen as the main role, but other
roles are responsible for different subprocesses such as
testing, management, and quality assessment.
Analogously, the final user who is interested in these
documents can be a driver of a bus that uses a CCAM
system, but it could also be a passenger of that bus or
the manager of the company that owns the bus. Each
role will have different interests and the Al-based system
will affect them or interact with them in a different way.

For the sake of simplicity, we define three main stake-
holder profiles: user, auditor, and developer. Figure 3 illus-
trates these profiles and how the reporting documenta-
tion can interest each of them. (i) User: A person who
interacts with the Al system or is affected by it somehow.
The user could be or not be a connoisseur of technology
so that information can be provided about the non-tech-
nical aspects of the system, like the purpose, limitations,
and risks. (ii) Auditor: This refers to any role in charge of
verifying or validating the system. The Auditor’s perspec-
tive might be more technical, oriented to testing metrics,
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ethical metrics, certifications, compliance with regulatory
requirements, and the completeness of the reporting
document itself. (iii) Developer: This refers to roles partici-
pating in any step of the process of creating an Al system.
This, too, is a stakeholder of a reporting document to
discover good practices, compliant data, and models. On
the other hand, the developers are responsible for building
the report documents; independent of how long the list
of developers is, there must be a unified and unique
report document accompanying the Al system. The
person(s) who acknowledges the system’s authorship
should also be the representative to ensure it meets the
transparency requirements.

The Al Act identifies some additional stakeholders in
Article 3. These include providers, small-scale providers,
users, authorized representatives, importers, distributors,
and operators. All of these, except for users, can match
our definition of the developer. Providers have the obliga-
tion to comply with the requirements, and as specified in
Article 16, to prepare the technical documentation and
keep it updated. While the users shall use the system in
accordance with the instructions of use.

In the context of CCAM, identifying the user is a chal-
lenging task. The JRC document outlines multi-user
considerations, indicating that numerous actors must
be treated independently, such as the driver of the
ego-car, other drivers, passengers, or vulnerable road
users (VRUs). The target users shall be identified as the
ones directly affected by the system, in order to facilitate
effective communication with them. A system operating
in a traffic situation impacts all road actors: VRUSs, drivers,
and passengers. On the other hand, other developers
also serve as users of the reporting document. This is
easier to address since they are expected to have a tech-
nical background or be interested in information within a
context where they have specific expertise.

CCAM is not the first industry to face transparency and
communication requirements. The food and pharmaceu-
tical industries have faced the same. Nutritional facts
tables are attached to any commercial product, as well
as a drug specification leaflet in every pharmacy product.
One key valuable lesson to be learned from these indus-
tries when communicating with users is the importance
and urgency of standardization of communication strate-
gies. It ensures a common understanding and makes it
easier for users to find and comprehend the
necessary information.

One main concern of disclosing information is the
potential risks and problems related to intellectual
property and the security of the system. These reasons
are the main drawback to developers when preparing
the proposed set of reporting documents. More
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guarantees must be provided to developers and their
intellectual properties, while the information that could
generate a security problem should be reserved. More
discussions and research should be performed regarding
this matter.

The format of reporting information is another area
that warrants research. These cards should not only
be available and accessible to all, but mechanisms should
also be in place to be able to keep them updated. How
could these cards be presented in 2 multi-user scenario?
Can a passenger of a bus with an integrated Al system
access this information? And would it be in a different
way than the professional driver of that bus?

Similarly, developing more abstract levels of commu-
nication, such as indexes, labels, color coding, badges,
scales, and the like, could provide a more concise and
quick way to share the level of trustworthiness or other
relevant information with the user, achieving a more
informed and confident environment of coexistence with
Al systems.

The proposed set of reporting documents, shaped as
cards, presents a novel approach to fulfilling Al transpar-
ency requirements, contributing to the first steps to
fostering trust in Al systems in CCAM applications. Our
proposal acknowledges that each Al system deserves a
tailored approach on how to apply the ethical guidelines
due to the sector’s unique characteristics and challenges.
We adapt the existing Model Card to the CCAM needs,
showing the correlation of the information items with
different criteria, requirements, and obligations
for trustworthiness.

While these cards may contain extensive and poten-
tially sensitive information that developers might hesitate
to disclose, a standardized process for communicating
the risks that addresses concerns associated with an Al
system needs to be defined, established, and followed by
all actors participating in the development and production.
In this article, we introduce a methodology that is ready
for all stakeholders in the CCAM industry, governmental
entities, and potential users to explore, implement, and
utilize. By doing so, these reporting cards can be evalu-
ated under varying degrees of technical specificity that
developers may wish to communicate, or for describing
different types of systems. Their interests and opinions
shall be gathered for an effective and specialized imple-
mentation, concerning the scope and format of the
reporting documents, aiming to present them to the end
users in a collaborative environment.

We believe that the introduction of Al systems into
society is beneficial, as they are powerful tools that can
greatly assist humans. It is within our capability to under-
stand them and use them effectively. We should remain
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committed to transparency, ethical practices, and the pursuit
of trustworthiness in Al. For this, Data, Model, and MLOps
Cards can be used as a starting point within the CCAM domain.
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