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Letter from the Co-editors
Welcome to the Special Issue on escar 
(Embedded Security in Cars) USA 2020!

Tom Forest,1 Kevin Harnett,2 Rob Lambert ,3 and André Weimerskirch 4 
1General Motors, USA
2US Department of Transportation/Volpe Center, USA
3ESCRYPT, Canada
4Lear Corporation, USA

The last few months have been unprecedented times due to COVID-19, and we had to make 
the painful decision to cancel the escar USA 2020 workshop after we had already received 
many submissions. Although we strongly felt that the articles submitted provide much value 
to our community, escar USA has never had formal proceedings, and we did not have an 
established process to publish articles. As a result, we started a discussion with the authors 
and the escar USA Program Committee to perform a peer-review process that would allow 
us to publish accepted articles in a journal-style format. The Society of Automotive Engineers 
(SAE) International was immediately on board and willing to publish the accepted escar 
USA 2020 articles as a special issue of the SAE International Journal of Transportation 
Cybersecurity and Privacy. The issue in your hands is the result, and it is also the first formal 
publication of accepted escar USA articles.

The escar series of conferences started more than a decade ago as a small specialized workshop, 
first held in Germany in 2003. In 2013, the series expanded when escar USA was held for the first 
time, and 1 year later escar Asia was launched in Japan. Today, the escar series is a global fixture 
in the automotive cybersecurity community. That community has grown rapidly in the United States 
within the past few years, and this is reflected by escar USA’s success with approximately 300 
attendees in 2019. Our priority is to bring together industry, academia, and government to secure 
current and future vehicles, and we hope that this special issue will reach even more of you.

We are most thankful to all authors who submitted to escar USA this year. We know that it 
takes an incredible amount of time and energy to produce good results, and we wouldn’t have 
this special issue without your efforts. We originally received 32 conference submissions, of which 
19 author teams resubmitted their work in a journal-style format for consideration for this special 
issue. Each article was peer reviewed by at least three reviewers, and articles that were co-authored 
by a steering committee member were reviewed by at least five reviewers. We accepted 8 of the 
19 articles for publication, and we are happy to see that the community continues to generate 
excellent quality submissions. Selecting the articles for the journal was not an easy task, and 
we regret that some strong submissions could not be accepted.

© 2020 SAE International. This Open Access article is published under the terms of the Creative Commons Attribution Non-Commercial, 
Non-Distributive License (http://creativecommons.org/licenses/by-nc-nd/4.0/), which permits use, distribution, and reproduction 
in any medium, provided that the use is non-commercial, that no modifications or adaptations are made, and that the original 
author(s) and the source are credited.
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As in the past, some of the most exciting developments in automotive security are 
being discussed in this special issue. We have a good mixture of articles around security 
technology, testing, governance, and standards. The topics include a comprehensive 
analysis of secure boot implementations in vehicles, protecting the OBD-II port, 
increasing privacy in vehicle-to-everything (V2X) communication networks, and secure 
updates of vehicles by means of public-key cryptography. Furthermore, you will read 
about vehicle security laws from a Japanese perspective; about a strategy to specify 
comprehensive security standards while enabling interoperability, which uses the Uptane 
standard for security of firmware over-the-air updates as an example; and about the 
V2X communications security standard in China. Finally, you will learn about fuzz 
testing of virtualized ECUs. We encourage you to follow up with the authors and start 
a discussion to further advance our community knowledge.

We are deeply indebted to the following escar USA Program Committee members 
who found time in their busy schedules to evaluate the submissions and improve the 
final article versions with their invaluable feedback:

Ansaf Alrabady, Fiat  
Chrysler Automobiles

Liron Kaneti,  
Argus Cyber Security

Angela Barber, Mitsubishi Motors John Krzeszewski, Aptiv
Lisa Boran,  
Ford Motor Company

Suzanne Lightman, National Institute of 
Standards and Technology

Matthew Bourdua, Panasonic Automotive Di Ma, University of Michigan
Benedikt Brecht, Volkswagen Morley Mao, University of Michigan
Justin Cappos, New York University Ira McDonald, High North Inc.
Matt Carpenter, GRIMM Dave New, Fiat Chrysler Automobiles
Sergio Casadei, Volkswagen Aleksey Nogin, HRL Laboratories
Qi Alfred Chen, University of  
California, Irvine

Hisashi Oguma,  
Toyota ITC

Jeremy Daily, Colorado State University David Oswald, University of Birmingham
Andy Davis, NCC Group Jonathan Petit, Qualcomm
Karim El Defrawy, SRI International Neal Probert, Nissan
Michael Feiri, ZF Group Anuja Sonalker, STEER Tech
Sebastian Fischmeister, University  
of Waterloo
Benjamin Glas, Porsche AG

Alan Tatourian, Intel
Eric Thayer, Assured  
Information Security

Jorge Guajardo, Bosch Alexander Tschache, Volkswagen
Karl Heimer, Heimer and Associates Mike Westra, Ford Motor Company
Markus Ihle, Bosch Lars Wolleschensky, Lear Corporation
Di Jin, General Motors Xin Ye, Ford Motor Company
Urban Jonson, National Motor Freight 
Traffic Association
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Our deepest gratitude goes to SAE International for publishing this special issue, 
in particular to Kimberly Martin and Christie Inman for their endless efforts to make 
this special issue happen and for publishing it in such a short time. We would also like 
to thank Sherry McCaskey, Marc LeDuc, and Elise Sturgess from SAE International and 
Henning Frohn from the isits AG International School of IT Security for supporting the 
escar conference and running the escar Web pages.

We hope that all of you are safe and healthy, and we look forward to seeing you again 
at next year’s escar USA!

escar USA Steering Committee
Tom Forest, General Motors

Kevin Harnett, US Department of Transportation/Volpe Center
Rob Lambert, ESCRYPT

André Weimerskirch, Lear Corporation

Find the online special issue here.

https://saemobilus.sae.org/search/?op=doPublishedVolumeSearch&fullText=F&journalTitle=%22SAE%20International%20Journal%20of%20Transportation%20Cybersecurity%20and%20Privacy%22&volTerm=2&issueTerm=2
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