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Abstract
An accurate Unmanned Aerial System (UAS) Flight Dynamics Model (FDM) allows us to design its 
efficient controller in early development phases and to increase safety while reducing costs. Flight 
tests are normally conducted for a pre-established number of flight conditions, and then mathe-
matical methods are used to obtain the FDM for the entire flight envelope. For our UAS-S4 Ehecatl, 
216 local FDMs corresponding to different flight conditions were utilized to create its Local Linear 
Scheduled Flight Dynamics Model (LLS-FDM). The initial flight envelope data containing 216 local 
FDMs was further augmented using interpolation and extrapolation methodologies, thus increasing 
the number of trimmed local FDMs of up to 3,642. Relying on this augmented dataset, the Support 
Vector Machine (SVM) methodology was used as a benchmarking regression algorithm due to its 
excellent performance when training samples could not be separated linearly. The trained Support 
Vector Regression (SVR) predicted the FDM for the entire flight envelope. Although the SVR-FDM 
showed excellent performance, it remained vulnerable to adversarial attacks. Hence, we modified 
it using an adversarial retraining defense algorithm by transforming it into a Robust SVR-FDM. For 
validation studies, the quality of predicted UAS-S4 FDM was evaluated based on the Root Locus 
diagram. The closeness of predicted eigenvalues to the original eigenvalues confirmed the high 
accuracy of the UAS-S4 SVR-FDM. The SVR prediction accuracy was evaluated at 216 flight condi-
tions, for different numbers of neighbors, and a variety of kernel functions were also considered. In 
addition, the regression performance was analyzed based on the step response of state variables 
in the closed-loop control architecture. The SVR-FDM provided the shortest rise time and settling 
time, but it failed when adversarial attacks were imposed on the SVR. The Robust-SVR-FDM step 
response properties showed that it could provide more accurate results than the LLS-FDM approach 
while protecting the controller from adversarial attacks.

This article is part of a special Issue on Uncrewed Aircraft Systems (UAS) and Autonomy.

© 2023 Seyed Hashemi and Ruxandra Botez. Published by SAE International. This Open Access article is published under the 
terms of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0/), which permits distribu-
tion, and reproduction in any medium, provided that the original author(s) and the source are credited.
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1. �Introduction

Unmanned Aerial Systems (UASs) have been success-
fully utilized mainly for surveillance and reconnais-
sance [1, 2]. The fast-growing demand for UASs high-

lights the need for special attention to the safety and efficiency 
of such critical systems [3]. According to the aviation trans-
portation industry, the advancement of Flight Dynamics 
Modeling (FDM) and control is one of the most important 
factors needed to improve the safety and efficiency of UASs 
[4, 5]. Hence, our goal is to design such an intelligent algo-
rithm for accurate FDM that improves the corresponding 
controller performance.

The UAS-S4 Ehecatl (designed and manufactured by the 
company Hydra Technologies) was utilized to evaluate and 
experimentally validate the developed FDM algorithm and 
controller [6, 7]. This UAS is equipped with elevators, ailerons, 
and rudders that control moments around the pitch, roll, and 
yaw axes. Figure 1 shows Hydra Technologies’ UAS-S4 
Ehecatl, and Table 1 lists its main specifications.

An Flight Dynamics Model (FDM) is a group of math-
ematical equations that are used for calculating the influence 
of the main loads (forces and moments) on an aircraft, such 
as lift, drag, and thrust. The three main flight dynamics 
parameters are the pitch, roll, and yaw angles of rotation 
around the UAS center of gravity. In this context, the “model” 
refers to the mathematical representation of the UAS-S4 FDM. 
UAS modeling is crucial, as its FDM is used for the design and 
development of a flight dynamics controller. Flight dynamics 
control is a process that aim to stabilize the aircraft flight 
dynamics. Having access to a UAS-S4 FDM enhances our 
ability to evaluate its controller performance in the early stage 
of its development which allows us to increase its flight safety 
while reducing flight costs [8, 9, 10, 11].

The UAS-S4 FDM was obtained based on 216 flight cases 
[12, 13, 14, 15] using the equipment including a UAS-S4, a 
wind tunnel [6], and a Level D research aircraft flight simu-
lator [16]. The flight envelope consisted of 216 local FDMs, 
where each FDM was designed for a specific range of altitude, 
speed, and mass. The trimmed local FDMs were represented 

based on the state-space system, linearized around their corre-
sponding equilibrium points. Given that the accuracies of 
local FDMs decrease with the increasing distance with respect 
to their equilibrium points, a proper regression can thus 
provide a more precise FDM for the entire flight envelope [17].

For regression problems, data-driven algorithms have 
shown great efficiency in a variety of applications [18, 19, 20, 
21]. Many studies formulated the FDM as a regression problem 
in order to improve FDM accuracy. State-of-the-art algo-
rithms with deep learning architectures such as Recurrent 
Neural Network [22] (RNN), Long Short-Term Memory [23] 
(LSTM), and Convolutional Neural Network [24] (CNN) were 
utilized for FDM. The CNN can automatically extract the 
important features of the FDM without learning supervision. 
The RNN and LSTM can perform accurately if there exists a 
correlation among FDM samples. Despite their excellent 
performance in terms of regression accuracy, none of them 
can outperform the Support Vector Regression (SVR) while 
approaching adversarial FDM samples.

Data-driven algorithms have disadvantages related to 
their high dependency on a large quantity of training data. 
For data-driven regression using small-sized datasets, training 
data augmentation is required [25, 26]. With this aim, “inter-
polation” and “extrapolation” are the most well-known prac-
tical methods for data augmentation, and both of them operate 
based on the k-nearest neighbors principle [27]. Relying on 
an augmented dataset, data-driven algorithms can safely 
be employed for FDM regression. In this study, we utilized 
the SVR methodology as the benchmarking algorithm [28] 
because it has excellent ability when training samples cannot 
be separated linearly [29]. Figure 2 shows this procedure for 
developing the UAS-S4 FDM.

As shown in Figure 2, A flight envelope containing 216 
local state-space FDMs corresponding to various trim flight 
conditions (red nodes) for 9 altitudes (0−6,000 m), 6 masses 
(53−76 kg), and 4 speeds (26−45 m/s) was constructed, and 
then the number of local FDMs was increased from 216 to 
3,642 using interpolation and extrapolation methodologies 
in the data augmentation block. Next, kernel functions were 
used to map the data from a low-dimensional space into a 
high-dimensional space in which the data were linearly 

 FIGURE 1  Hydra Technologies UAS-S4 Ehecatl.
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TABLE 1 The UAS-S4 geometrical and flight 
data specification.

Specification Value
Wingspan 4.2 m

Wing area 2.3 m2

Total length 2.5 m

Mean aerodynamic chord 0.57 m

Empty weight 50 kg

Maximum take-off weight 80 kg

Loitering airspeed 35 knots

Maximum speed 135 knots

Service ceiling 15,000 ft

Operational range 120 km ©
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separated using support vectors. Finally, the trained SVR 
predicted the UAS-S4 FDM for the entire flight envelope.

Although the need for a large-scale dataset (a minor chal-
lenge) can be solved through data augmentation, security 
attacks (a major challenge) are potential threats to data-driven 
regression algorithms [30]. In fact, it is possible to mislead a 
neural network–based FDM using adversarial data, generated 
by carefully manipulating original data. This deception opera-
tion is known as an “Adversarial Attack” in the Artificial 
Intelligence (AI) community [31]. In our work, in the case of 
adversarial attacks, the SVR provided a wrong local FDM for 
the controller in the supposed flight conditions. The controller 
then generates incorrect commands (for the control surfaces) 
which result in the UAS instability and collapse [32]. 
Development of an effective defense algorithm against adver-
sarial attacks on SVR-based FDMs becomes therefore a 
priority for reliable UASs.

There are four main original contributions of our 
research article:

	 1.	 The design of a data augmentation procedure to 
prepare a large-scale dataset for FDM using k-nearest-
based interpolation and extrapolation.

	 2.	 The design and testing of an SVR algorithm for 
accurate FDM when training samples could not 
be linearly separated.

	 3.	 A realistic hacking of a UAS controller was obtained 
by imposing adversarial attacks on its neural 
network–based FDM, in which a small perturbation 
was injected into the SVR output layer, that resulted 
in wrong FDM prediction, thus in wrong control 
commands computation.

	 4.	 The design of an effective defense algorithm as a 
countermeasure in order to make the FDM and 
controller robust against adversarial attacks.

This article is composed of five sections beginning with 
the introduction. The UAS-S4 is modeled in Section 2 using 
scheduled local FDMs (under different flight conditions), 
which are then augmented through interpolation and extrapo-
lation procedures. The SVR model was designed, fine-tuned, 

and trained for the UAS-S4 FDM regression in order to predict 
its FDM in any flight condition. Section 3 introduces the 
concept of adversarial attacks and discusses it from both 
white-box and black-box aspects. After imposing an adver-
sarial attack on the UAS-S4 SVR-based FDM, we show how 
to render it robust by designing a defense algorithm using 
adversarial samples. Section 4 presents the results and shows 
the improved UAS-S4 FDM accuracy obtained by relying on 
the SVR and details the SVR sensitivity to adversarial attacks. 
This section also evaluates the efficiency of the defense algo-
rithm against adversarial attacks based on the performance 
of a controller for the UAS-S4 FDM. Finally, a comprehensive 
conclusion and the opportunities for future works are 
discussed in Section 5.

2. �UAS-S4 FDM

A. �Local Linear Scheduling 
Flight Dynamics Model

The Finite Element Method is a common and well-known 
methodology for solving differential equations in engi-
neering [33]. This methodology has been utilized for various 
mathematical modeling [34, 35], including FDM. By consid-
ering the UAS-S4 differential equations of lateral and longi-
tudinal motion [36], its flight dynamics can be  linearly 
modeled around its equilibrium points for 216 flight condi-
tions. The state variables including the axial velocity u, 
vertical velocity w, pitch rate q, and pitch angle θ constitute 
the longitudinal state vector Xlon = [u w q θ]T, where Xlon is 
controlled by the longitudinal input vector δlon = [δe δT]T, 
which consists of the elevator deflection δe and thrust δT. 
The state variables including the lateral velocity v, roll rate 
p, yaw rate r, and roll angle φ constitute the lateral state 
vector Xlat = [v p r φ]T, which is controlled by the lateral input 
vector δlat = [δa δr]T, composed of the aileron and rudder 
deflections, respectively.

 FIGURE 2  The procedure to obtain the UAS-S4 FDM for its entire flight envelope.
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For any trim condition, the UAS-S4 FDM can be repre-
sented based on the following state-space system by utilizing 
the state vector X, input vector δ, and output vector Y [37]:

	
X t AX t B t

Y t CX t D t
� � � � � � � �
� � � � � � � �

�
�

	 Eq. (1)
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Eq. (2)

and the lateral state-space matrices are

	

A

Y Y u Y g
L L L
N N N

B

lat

v p r

v p r

v p r

la

�

� �� ��

�

�
�
�
�
�

�

�

�
�
�
�
�

0 0

0
0

0 1 0 0

cos �

tt lat

Y
L L
N N

C

r

a r

a r

�

�

�

�
�
�
�
�

�

�

�
�
�
�
�

�

�

�

�
�
�
�
�

�

�

�
�
�
�

0

0 0

0
0
0
1

�

� �

� �

,

��

�

T

latD, 0	 Eq. (3)

Dimensional stability derivatives were explained [13, 14] 
based on a variety of aerodynamics [38, 39, 40] and propulsion 

[12, 41] analyses. Based on the above modeling approach, the 
UAS-S4 FDM was obtained using 216 local linear state-space 
representations that were named the Local Linear Scheduling 
(LLS) FDM [42, 43]. Each state-space FDM expressed the 
linearized state variables around a specific equilibrium point 
corresponding to a certain combination of altitudes, speeds, 
and masses. To obtain a large number of local linear FDMs, 
the use of data augmentation methodologies is required.

B. �Data Augmentation
In AI, data augmentation refers to a procedure to generate 
synthetic data that are used for training data-driven algo-
rithms to improve their performance [44]. While there is a 
high number of data-augmentation techniques, interpolation 
and extrapolation are considered the most well-known prac-
tical methods for solving regression problems.

Figure 3 shows the process of augmentation of local 
FDMs using interpolation methodology based on the 
k-nearest neighbors.

Based on its three nearest neighbors, the centroid of the 
three local FDMs associated with the closest operating points 
embedding is computed. The new local FDM can then 
be generated by interpolation between the centroid and the 
FDM corresponding to its original operating point. Equation 
4 represents this generation process [27]:

	 Z Z Z Zj k j int j� �� � �� 	 Eq. (4)

where Zk, Zj, and Z j  denote the computed centroid, the 
original, and the new local FDM embedding, respectively. λint 
is an adjustable factor for tuning the interpolation degree.

Following a similar methodology, data can be augmented 
using extrapolation. Figure 4 demonstrates the process for 
augmenting local FDMs using an extrapolation methodology 
based on the k-nearest neighbors.

Using the three nearest neighbors, the centroid of the 
three local FDMs related to the closest operating points 
embedding is computed. The new local FDM can then 

 FIGURE 3  Augmenting local FDMs using an interpolation methodology based on the k-nearest neighbors (data taken 
from [27]).
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be  generated via an extrapolation between the archived 
centroid value and the FDM related to the original operating 
point, as represented in Equation 5 [27].

	 Z Z Z Zj j k ext j� �� � �� 	 Eq. (5)

It should be mentioned that λ needs to be selected care-
fully within its valid interpolation and extrapolation ranges, 
as λin ∈ [0, 1] and λex ∈ [0, ∞).

By use of the abovementioned data augmentation tech-
niques, the number of training datasets was increased from 
216 to 3,642. Based on the new augmented dataset, an 
improved regression algorithm can provide a more accurate 
(compared to the use of a smaller dataset) FDM for any flight 
condition in the flight envelope.

C. �Support Vector Regression 
of a Flight Dynamics Model

There is no doubt regarding the excellent effectiveness of data-
driven predictors in regression tasks when a large dataset is 
provided [45]. However, small-sized datasets can be success-
fully enlarged using data augmentation methodologies. 
Relying on the augmented dataset, we utilized SVR as the 
benchmarking algorithm. The SVM is one of the most 
powerful classifications and regression algorithms. Regarding 
its attack robustness, skillful generalization capability, and 
user-friendly decision model modification, the SVR is consid-
ered an outstanding benchmark. It is worth noting that while 
the performance of an SVR depends on the dataset charac-
teristics and its sample distributions, its computational 
complexity is not affected by the number of input variables or 
features for a dataset (input dimensionality) [46]. Besides, the 
SVR performs the regression task favorably when training 
samples cannot be separated linearly [47]. Hence, the SVR is 
employed for capturing data distribution.

This conventional regressor is based on the Support 
Vector Machine (SVM) principle, which is known as deserving 
“high-dimensional space” learning algorithm [48]. Basically, 

the SVR is one of the nonlinear regression algorithms, as its 
inherent kernel function is nonlinear. Following the “kernel 
trick” procedure, the SVR maps the training data into desired 
higher dimension space, and then the SVR can perform the 
regression task linearly in higher dimension space and learn 
the regression decision boundaries. A variety of kernel func-
tions (e.g., polynomial, tanh, Gaussian) can be utilized for the 
mapping task [49]. We carried out several experiments using 
these kernels and adopted the most effective one for our 
training data. The SVR optimization process is represented 
by Equation 6 [50]:

	 min . .1
2

2
�

�
�

s t
x b y

y x b
i i i

i i i

� � �
� � �

�
�
�

��



	 Eq. (6)

where xi ∈ is the given input, yi ∈ is the output, and Θ 
denotes weighting vectors. Moreover, b is the bias term and ϵ 
adjusts the regression decision boundary, which needs to 
be tuned carefully. Weighting vectors are obtained during an 
iterative learning process, and their fine-tuning decreases the 
chance of overfitting (in order to avoid exactly fitting on a 
particular dataset and loss of generalization for other 
input data).

Figure 5 shows the trained neural network architecture 
for the UAS-S4 FDM prediction. The designed SVR learns 
relying on training data applied to the input layer (altitude, 
speed, and mass) and expected in the output containing the 
state matrix A and control matrix B. In detail, the input 
neurons fully propagate the input vector into all the kernel 
functions that are designated for dimensional mapping. Next, 
the outputs of kernel functions directly update the SVR weight 
vector. Finally, the output layer computes A and B based on 
the input vector, weight vector, biased term, and 
decision boundaries.

Although neural network–based models can accurately 
perform the FDM regression task, they remain always vulner-
able to adversarial attacks as they are considered a potential 
threat. The following section describes the concept of 

 FIGURE 4  Augmenting local FDMs using an extrapolation methodology based on the k-nearest neighbors (data taken 
from [27]).
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adversarial attack, its effects on the FDM regression, and its 
proper countermeasure for securing the UAS-S4 data-
driven FDM.

3. �Adversarial Attacks
Basically, an “adversarial attack” is an optimization problem 
that is solved to produce “crafted” samples similar to the 
original samples, which can deliberately mislead a neural 
network prediction model [51]. The concept of adversarial 
attack can be mathematically determined as the following 
optimization problem [18], which generates adversarial FDM 
samples x by the use of training FDM samples xi ∈.

    min . . minx x s t f x f xi i i� � � � � � � � � � 	 Eq. (7)

where ε is the injected perturbation that back-propagates 
through the deep network and γ denotes the threshold for 
surpassing the eligible regression boundary.

Regarding the aim of the adversarial attack optimization 
problem (based on Equation 7), even though the absolute value 
of the added perturbation is less than the random noise value, 
the error rate associated with the perturbation is significant 
as injected perturbation exactly crafts the samples by 
exploiting the model vulnerabilities [52]. In other words, the 
predicted FDM samples relying on the training FDM samples 
xi ∈ are predicted wrong in that they are located outside of 
the regression boundary.

Adversarial attacks can be  classified based on their 
learning phases into two groups, known as “poisoning attacks” 
and “evasion attacks” [53]. Poisoning (or causative) attacks 
occur during the training phase. If the dataset for training a 
target model is accessible, a model may be attacked by the 
injection of adversarial vulnerabilities. In other words, the 
targeted model is trained while it is sensitive to certain pertur-
bations and surpasses the threshold in the regression problem. 
Other attacks may occur during the test phase; these are called 
evasion (or exploratory) attacks. Instead of manipulating the 

parameters or architecture of a model, the evasion technique 
guides a model toward generating selected adversarial outputs. 
Since evasion-based attacks require less time and less compu-
tational effort than poisoning attacks to generate adversarial 
samples, they have been more common and more successful 
[54]. Hence, our FDM attack algorithm is designed based on 
the evasion procedure.

Evasion adversarial attacks can be generated using either 
white-box or black-box methodologies [55]. White-box attacks 
use methods that require transparency of the data-driven 
model and its training data, while black-box attacks are used 
when the training set and model parameters are not available. 
In this way, white-box attackers generate adversarial samples 
by relying on their knowledge of parameters, hyperparame-
ters, and architecture of the prediction model [56]. In this 
study, given our access to the training data and the SVR model 
details, a white-box adversarial attack methodology is used. 
Preparing for this type of attack is more practical for the 
prediction model development, as the developer can better 
identify model weaknesses, and can improve its robustness 
during the training phase. Several different white-box attack 
techniques have been developed for a variety of applications 
[57, 58, 59]. The Fast Gradient Sign Method (FGSM) as the 
baseline successful algorithm has been reformulated for the 
regression problem that can mislead FDMs.

A. �Adapted Fast Gradient 
Sign Method

The FGSM is a nontargeted attack that operates based on 
gradient information [60]. Formulation of the Adapted Fast 
Gradient Sign Method (AFSGM) for solving a regression 
problem can be represented as Equation 8 [18]:

	 x x sign J xi i i� � � � �� �� � �, , 	 Eq. (8)

where J is the cost function relying on the weight vector θ, 
input xi, and output σ, in which σ ∉ [a − μ, a + μ]. In detail, a 
float scalar perturbation ɛ is injected into the SVR-FDM 

 FIGURE 5  Architecture of the trained SVR for the UAS-S4 FDM.
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output layer and backpropagated through it. Relying on both 
optimized ε and μ, the adversarial FDM sample xi  will 
be generated in the input using gradient information as shown 
in Equation 8. A flowchart shown in Figure 6 is the procedure 
followed for generating adversarial FDM samples in order to 
use it for the SVR retraining.

Consider the UAS-S4 FDM database containing 3,642 
local linear models. The database is composed of a given 
input xi ∈  (altitude, speed, and mass) and the associate 
state-space matrices yi ∈ (A and B). Initialization is done 
to set the weighting vectors, and batch normalization is done 
for recentering and rescaling input data. Then the SVR is 
trained using the prepared UAS-S4 FDM dataset. If the 
predicted FDM is outside of the regression band, it should 
be initialized again. Otherwise, it can be used for generating 
adversarial FDM. The predicted FDM sample is transmitted 
into the optimization recursive gradient-based algorithm 
(Equation 7) to create a perturbed FDM sample that is 
similar to the original FDM. The perturbed FDM is gener-
ated through the following algorithm. Finally, the perturbed 
FDM sample is applied to the SVR in the test phase as the 
new sample. If the predicted FDM is located outside of the 
regression band, that perturbed FDM sample can be consid-
ered adversarial. The adversarial FDM samples can be added 
to the database in order to retrain the SVR (with the aim of 
adversarial attack robustness). Now we need to secure the 
regression model against adversarial samples through a 
proper defense strategy.

B. �Defense against Adversarial 
Attacks

Generally, defense algorithms can be categorized into two 
procedures based on their operation mechanisms [51]. As 
explained above, adversarial FDM samples can be generated 
using white-box or black-box methodologies. In fact, the 
defense strategy must work fine regardless of attack choice 
approach. Generative Adversarial Network (GAN) strategy 
can make the FDM model robust even in the absence of 
knowledge about the corresponding neural network architec-
ture and hyperparameters. However, the GAN requires high 
computational efforts for providing robustness. In this study, 
since the structure of the SVR and its hyperparameters are 
known, the GAN strategy is not affordable. With knowledge 
of the FDM prediction model, we adopted the typical and 
most known countermeasures called adversarial retraining 
defense [61], in which the targeted model is trained using 
Equation 9 [18].

	 

J x y cJ x y c cJ x yi i i i i i, , , , , ,� � �� � � � � � �� � � �1 	 Eq. (9)

where c ∈ [0, 1] is a constant value in the retraining process.
“Adversarial Retraining” methodology functions based 

on retraining the neural network prediction models using a 
combination of original and adversarial samples. By use of this 
technique, the combination of adversarial and original samples 

 FIGURE 6  The step-wise procedure followed for generating adversarial FDM samples in order to use for the SVR retraining.
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is applied to the SVR-FDM within the training phase. Finally, 
the retrained FDM avoids mistake prediction in the test phase, 
and in real-time operations. It is worth mentioning that high 
values for c ∈ [0, 1] improve the SVR robustness while reducing 
prediction accuracy and vice versa. The optimization of the c 
value is not in the scope of this article, and we considered c = 
0.5, which is a fair value on average. The optimized c value can 
be  obtained through well-known methodologies, such as 
Genetic Algorithm and Particle Swarm Optimization [62, 63].

4. �Results
The SVR performance is analyzed using different tools. As 
explained in Section 2, the SVR output gives the UAS-S4 FDM 
through the prediction of state and control matrices for any 
flight condition in the flight envelope. Since there are an 
infinite number of state-space representations for an FDM, 
the numerical differences between the original and predicted 
elements of state-space matrices cannot be used for evaluating 
the SVR prediction accuracy. In fact, the location of closed-
loop poles can represent a dynamic model behavior. Therefore, 
that infinite number of state-space representations for a 
specific dynamics model can be demonstrated by a unique 
“Root Locus” diagram, a tool for prediction accuracy assess-
ment. Another criterion that needs to be evaluated is the SVR 
regression precision. Using this criterion, the performance of 
the controlled UAS-S4 state variables based on the predicted 
FDM (provided by the SVR and Robust-SVR) can be compared 
to those based on the original FDM (provided by the LLS).

A. �UAS-S4 FDM Root-Locus 
Diagram

Assume that the UAS-S4 FDM in the trim flight condition is 
expressed by the speed = 43  m/s, altitude = 6,000 m, mass = 
53 kg; it is important to note that this trimmed local FDM has 
not been used for data augmentation or as a training sample.

The original longitudinal state-space matrices under the 
elevator angle actuation are
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and the predicted matrices are
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The Root Locus diagram is used to compare the original 
with the predicted state-space matrices and their stability. As 
seen in Figure 7, the SVR accurately predicts the UAS-S4 
trimmed FDM eigenvalues.

 FIGURE 7  Root Locus diagram of the UAS-S4 longitudinal FDM under its elevator angle actuation.
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The original lateral state-space matrices under the aileron 
angles actuation are
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and the predicted matrices are
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The following Root Locus diagram shows the SVR perfor-
mance in terms of the UAS-S4 lateral FDM prediction 
accuracy under the aileron angle actuation. As seen in Figure 
8, the predicted eigenvalues are very close to the original ones.

For the lateral FDM under rudder angle actuation, the 
original state-space matrices are
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and the predicted matrices are
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Figure 9 shows the Root Locus diagram of the UAS-S4 
lateral FDM under rudder angle actuation.

The Root Locus diagrams in Figures 7, 8, and 9 graphi-
cally show the SVR success in accurate UAS-S4 FDM eigen-
values prediction, in which the predicted eigenvalues were 
found to be very close to their original values. These diagrams 
allowed the SVR prediction accuracy to be  evaluated for 
different flight conditions. These validation studies were 
performed for five flight conditions, as their five corresponding 
UAS-S4 FDMs have not been used for data augmentation or 
as training samples. As previously mentioned, the UAS-S4 
FDM prediction accuracy was evaluated separately for the 
elevator, aileron, and rudder actuation. The Mean Absolute 
Error (MAE in %) was considered as a performance index 
calculated for the actual and predicted eigenvalues. Table 2 
shows the SVR prediction errors for the UAS-S4 FDM for 
different flight conditions and control actuators.

As shown in Table 2, the SVR could accurately predict 
the UAS-S4 FDM for different flight conditions. Its perfor-
mance was found to be slightly better for the first flight condi-
tion, where the UAV operated at the lowest altitude, speed, 
and mass. The low percentages of the MAE confirm the 

 FIGURE 8  Root Locus diagram of the UAS-S4 lateral FDM under aileron angle actuation.
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excellent SVR prediction accuracy for a variety of flight condi-
tions, as the MAE never exceeded 2.38%.

Since the data augmentation process used in a neighbor-
based algorithm was the fundamental process for the SVR, 
we conducted another study to evaluate the different numbers 
of neighbors used for data augmentation. Note that the UAS-S4 
FDM was considered in the trim condition, where v = 43 m/s, 
alt = 6,000 m, and M = 53 kg. Table 3 shows the SVR accuracy 
obtained for the UAS-S4 FDM prediction when different 
numbers of neighbors are used in the data augmentation process.

Table 3 represents the UAS-S4 FDM prediction accuracy 
for four different numbers of neighbors under elevator, aileron, 
and rudder angle actuation, separately. According to the MAE 
values considered as the performance index, it was found that 
a high number of neighbors (5 neighbors compared to 4, 3, 
and 2 neighbors) can provide better data augmentation, and 
consequently more accurate FDM prediction. However, a high 
number of neighbors cause computational complexity in the 
data augmentation process. Adopting three nearest local 
FDMs in the neighborhood of the original FDM that is 
supposed to be augmented is a satisfactory trade-off for the 
interpolation and extrapolation methods.

TABLE 2 The UAS-S4 FDM prediction accuracy using the SVR 
at five flight conditions.

Flight condition
Control surface 
used for actuation

Mean absolute 
error %

1 Altitude = 100 m Elevator 1.71
Speed = 26 m/s Aileron 2.29
Mass = 53 kg Rudder 2.07

2 Altitude = 2,250 m Elevator 1.74

Speed = 32.3 m/s Aileron 2.33

Mass = 57.6 kg Rudder 2.11

3 Altitude = 4,500 m Elevator 1.78

Speed = 38.6 m/s Aileron 2.36

Mass = 66.8 kg Rudder 2.14

4 Altitude = 6,000 m Elevator 1.81

Speed = 43 m/s Aileron 2.38

Mass = 76 kg Rudder 2.17

5 Altitude = 6,000 m Elevator 1.75

Speed = 43 m/s Aileron 2.33

Mass = 53 kg Rudder 2.12

TABLE 3 The UAS-S4 FDM prediction accuracy using SVR 
with different numbers of neighbors used for 
data augmentation.

Number of neighbors 
for data augmentation

Control surface 
used for actuation

Mean absolute 
error %

2 Elevator 1.86

Aileron 2.45

Rudder 2.21

3 Elevator 1.75

Aileron 2.33

Rudder 2.12

4 Elevator 1.71

Aileron 2.30

Rudder 2.07

5 Elevator 1.69
Aileron 2.28
Rudder 2.05

 FIGURE 9  Root Locus diagram of the UAS-S4 lateral FDM under rudder angle actuation.
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The other factor that affects the SVR performance is the 
type of kernel function in the hidden layer. Table 4 shows the 
UAS-S4 FDM prediction accuracy while considering a range 
of kernel functions in the SVR.

Four types of kernel functions were employed: polyno-
mial, gaussian, radial basis, and sigmoidal. Their fine-tuned 
parameters are described in Table 4. According to the calcu-
lated MAE, the SVR based on the Gaussian function gave the 
best performance for the UAS-S4 FDM among all the kernel 
functions utilized, as shown in Table 4. Therefore, the 
Gaussian-based SVR augmented data relying on three neigh-
bors are considered for further studies on the regression effec-
tiveness in the control loop.

B. �Regression Effectiveness 
under the Operation of a 
Unique LQR

In order to do a comparison study, we considered the Local 
Linear Scheduled [64] (LLS) modeling methodology as the 
baseline methodology. According to the UAS-S4 LLS-FDM, 
the flight envelope contains 216 local linearized state-space 
representations, where each one corresponds to a specific 
case of altitude, speed, and mass. The accuracies of the local 
linear FDMs degrade when operating points move away 
from equilibrium points, but the FDM accuracy can 
be  improved using nonlinear regression as shown in 
Figure 10.

In Figure 10, both the “LLS” and the “SVR” approaches 
can provide almost the same FDM around the equilibrium 
points. The effectiveness of the SVR approach is most notable 
in the marginal flight condition, where it can provide a signifi-
cantly more accurate FDM compared to the local linear 
approach. Following this observation, it is clear that a more 
accurate FDM can improve model-based controller perfor-
mance. To assess the extent of these improvements, the 

accuracies of the initial (LLS) and developed (SVR) FDMs 
were compared in the marginal flight condition while they 
were used in the same Linear Quadratic Regulator (LQR) 
control loop.

Assume that the UAS-S4 FDM is in the trim condition, 
where the speed = 43  m/s, altitude = 6,000 m, and mass = 53 
kg; its initial longitudinal LLS-FDM is represented by state-
space matrices:
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0 064 0 2434 1 087 9 784
0 361 4 261 43 826 0 251
0 13

. . . .

. . . .

. 66 1 268 0 4455 0 012
0 0 1 0

0 012
0 0592
0� �

�

�

�
�
�
�
�

�

�

�
�
�
�
�

�

�

�. . .
,

.
.

BLLS ..145
0

�

�

�
�
�
�
�

�

�

�
�
�
�
�	

In the initial (LLS approach) flight envelope, this linear-
ized state-space FDM was allocated to the operation range of 
speed = 41.8 − 43  m/s, altitude = 5,625−6,000 m, and mass 
= 53−55 kg. We assume that the UAS-S4 is operating within 
the flight conditions that are at the margin of the mentioned 
operation range, where the speed = 41.8  m/s, altitude = 5,625 
m, and mass = 55 kg. When the UAS-S4 operates in this 
marginal flight condition, the initial state-space representa-
tion in the trim condition cannot accurately determine the 
flight dynamics behavior. In order to solve this problem, our 
designed SVR algorithm predicts the UAS-S4 FDM for any 
flight conditions away from the trim conditions in the flight 
envelope. For instance, the state-space matrices of the local 

 FIGURE 10  FDM design based on “Local Linear 
Scheduling” and “SVR” approaches.

TABLE 4 The UAS-S4 FDM prediction accuracy while 
considering a range of kernel functions for the SVR.

Kernel functions utilized 
for the SVR

Control surface 
used for actuation

Mean absolute 
error %

Polynomial μ = 0, γ = 1 Elevator 1.89

Aileron 2.47

Rudder 2.28

Gaussian μ = 0, σ2 = 0.5 Elevator 1.75
Aileron 2.33
Rudder 2.12

Radial Basis Function 
(RBF) μ = 0, σ2 = 0.5

Elevator 1.81

Aileron 2.39

Rudder 2.16

Sigmoidal h = 0, C = 1 Elevator 1.83

Aileron 2.41

Rudder 2.17©
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UAS-S4 FDM predicted under the elevator actuation for the 
abovementioned marginal flight condition are
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The developed FDM (predicted by the SVR) efficiency 
was evaluated in a control loop using the same controller as 
the one that was used for the UAS-S4 trimmed FDM [64]. The 
Linear LQR is employed as the controller in the closed-loop 
architecture [65, 66]. Figure 11 shows the LQR controller time-
domain performance during the above marginal 
flight conditions.

In this figure the controlled pitch angle step responses 
for the initial and the developed UAS-S4 FDMs are plotted in 
the marginal flight conditions. It can be observed that our 
designed SVR-FDM (developed model) can provide a more 
accurate FDM as the same LQR controller gives a better time-
domain response compared to the LLS-FDM (initial model) 
response. Table 5 represents the pitch angle step response 
results using time-domain performance indexes for the “rise 
time,” the “settling time,” and the “overshoot.”

According to Table 5, the SVR can provide a more 
accurate FDM in the marginal f light condition as the 
SVR-based predicted FDM allows the same LQR controller 

to give a faster pitch angle step response in the marginal flight 
condition. For the pitch angle step response, the rise time, 
settling time, and the overshoot decreased by 0.76 sec, 1.05 
sec, and 0.105%, respectively, as seen in Table 5.

C. �Robustness against 
Adversarial Attacks

Security issues are always a huge concern for AI-based control 
systems. By imposing an adversarial attack on the FDM, the 
controller that works based on that model can be hacked. 
We generated an adversarial sample using the AFGSM, and 
we further applied it to the UAS-S4 SVR-FDM. The adversarial 
sample could mislead the UAS-S4 SVR-FDM prediction. 
Figure 12 shows the effect of an imposed adversarial attack 
on the UAS-S4 longitudinal FDM prediction.

According to Figure 12, before imposing such an adver-
sarial attack on the SVR-FDM, the original (blue) and 
predicted (red) eigenvalues are very close together. However, 
the hacked eigenvalues (green) in the Root Locus diagram 
show that an adversarial sample can mislead the data-driven 
model so that the SVR predicts the UAS-S4 FDM far from its 
original values. This incorrect prediction directly affects the 
FDM controller and causes it to generate the wrong commands 
for the control surfaces.

Assume that the UAS-S4 operates in the marginal flight 
condition speed = 42  m/s, altitude = 5,700 m, and mass = 55 
kg, and the LQR controls its state variables. Figure 13 shows 
the UAS-S4 pitch angle step response under LQR controller 
operation when different types of FDMs are used.

The model-based controller shows the best performance 
in terms of time-domain properties when it relies on the 
SVR-FDM (green). However, it approached failure when an 
adversarial attack was imposed on the SVR-FDM (red). As 
shown in Figure 13, the Robust SVR-FDM (black) offered a 
better step response compared to the conventional LLS-FDM 
(Blue) under an imposed adversarial attack. The time-domain 
properties in terms of “rise” and “settling” times are given 
in Table 6.

The SVR-FDM provided the fastest responses (4.87 sec 
for rise time and 8.08 for settling time). The SVR FDM is more 
accurate than the LLS FDM.

However, the SVR failed when it approached an adver-
sarial sample. The Robust SVR-FDM could provide a trade-off 
between regression effectiveness and adversarial attack 
robustness. The Robust SVR-FDM regression accuracy was 
lower than that of the SVR-FDM in which the corresponding 
controller showed a 0.42 sec slower step response for the rise 

TABLE 5 The controlled step response properties of the 
developed and the original UAS-S4 FDM.

Developed UAS-S4 
FDM Initial UAS-S4 FDM

Rise time 4.87 sec 5.63 sec

Settling time 8.08 sec 9.13 sec

Overshoot 0.14% 0.25%

 FIGURE 11  The controlled pitch angle step responses of the 
developed (SVR) and the initial (LLS) UAS-S4 FDMs.
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 FIGURE 12  The effect of an imposed adversarial attack on the UAS-S4 longitudinal FDM prediction.
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 FIGURE 13  The UAS-S4 pitch angle step response using an LQR controller when different types of FDMs are used while an 
adversarial attack is imposed.
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time and 0.56 sec for the settling time. On the contrary, the 
Robust SVR-FDM was better than the LLS-FDM (0.34 faster 
step response for the rise time and 0.49 sec for the settling 
time) while remaining robust against adversarial attacks.

A similar type of analysis was done for the lateral control 
surfaces. The UAS-S4 roll angle step responses with the LQR 
controller when different types of FDMs are used are presented 
in Figure 14.

Using the SVR-FDM, the LQR controller gives the best 
step response for the roll angle (green). However, it fails when 
is submitted to an adversarial FDM sample (red). As shown 
in Figure 14, the Robust SVR-FDM (black) provides a faster 
response compared to the LLS-FDMs (blue), under an imposed 

adversarial attack. The time-domain properties are given in 
terms of rise time and settling time in Table 7.

As indicated in Table 7, the SVR-FDM provided the fastest 
roll angle step response (3.74 sec for rise time and 6.22 for 
settling time); however, its failure in case of adversarial attacks 
convinced us to improve it. The Robust SVR-FDM effective-
ness was less than that of the SVR-FDM (0.31 sec slower step 
response for the rise time and 0.54 sec for the settling time). 
On the contrary, the Robust SVR-FDM was more accurate 
than the LLS-FDM, in which its step response was 0.24 and 
0.45 sec faster for the rise time and settling time, respectively. 
Additionally, it remained robust while approaching 
adversarial FDM.

 FIGURE 14  The UAS-S4 roll angle step responses using the LQR controller when different types of FDMs are used while an 
adversarial attack is imposed.

TABLE 7 The UAS-S4 roll angle step response time-domain 
characteristics under the LQR controller when different types 
of FDM are used.

Rise time 
(sec)

Settling time 
(sec)

Adversarial 
attack 
examination

LLS-FDM 4.29 7.21 Pass

Robust SVR-
FDM

4.05 6.76 Pass

SVR-FDM 3.74 6.22 Fail

TABLE 6 The UAS-S4 pitch angle step response time-domain 
characteristics under the LQR controller when different types 
of FDM are used.

Rise time 
(sec)

Settling time 
(sec)

Adversarial 
attack 
examination

LLS-FDM 5.63 9.13 Pass

Robust SVR-
FDM

5.29 8.64 Pass

SVR-FDM 4.87 8.08 Fail
© Seyed Hashemi and Ruxandra Botez © Seyed Hashemi and Ruxandra Botez
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Regarding the lateral motion control studies, the UAS-S4 
yaw angle step response is presented in Figure 15 revealing 
that in using an SVR-FDM, the LQR controller performed the 
fastest step response for the yaw angle (green). However, the 
LQR step response collapsed when it approached adversarial 
FDM samples. On the contrary, the Robust SVR-FDM (black) 
gave a faster step response compared to the LLS-FDMs (blue) 
under an imposed adversarial attack.

The time-domain specifications in terms of rise time and 
settling time are listed in Table 8. Moreover, adversarial attack 
examinations were conducted in order to evaluate various 
FDM methodologies results.

As seen in Table 8, it is clear that using the SVR-FDM for 
a model-based controller resulted in the fastest yaw angle step 
response (4.24 sec for rise time and 6.98 for settling time). 
However, its failure to perform under adversarial attacks moti-
vated us to make more improvements. The effectiveness of our 
Robust SVR-FDM for the yaw angle control was less than that 
obtained for the SVR-FDM (0.32 sec slower rise time and 0.53 
sec slower settling time). On the other hand, the Robust 
SVR-FDM confirmed its superiority over the LLS-FDM (0.25 
sec faster rise time and 0.39 faster settling time), while it 
proved its robustness against adversarial attacks.

Following the lateral and longitudinal step response 
analyses described above, the study was performed for all 

marginal flight conditions, and the average time-domain step 
response improvements of the UAS-S4 state variables are given 
in Table 9.

Table 9 shows that the SVR-FDM improved time-domain 
step response properties much better than the Robust 
SVR-FDM. However, the Robust SVR-FDM could preserve 
the controller against adversarial attacks as the SVR-FDM 
failed due to its weakness against adversarial samples.

According to the tables and figures presented above, our 
designed Robust-SVR outperformed the conventional FDM 
approach (LLS) in terms of prediction accuracy, and also 

 FIGURE 15  The UAS-S4 yaw angle step response with an LQR controller when different types of FDMs are used while an 
adversarial attack is imposed.
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TABLE 8 The UAS-S4 yaw angle step response time-domain 
characteristics with an LQR controller when different types of 
FDM are used.

Rise time 
(sec)

Settling time 
(sec)

Adversarial 
attack 
examination

LLS-FDM 4.81 7.90 Pass

Robust SVR-
FDM

4.56 7.51 Pass

SVR-FDM 4.24 6.98 Fail
© Seyed Hashemi and Ruxandra Botez
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outperformed the modern data-driven FDM approach (SVR) 
in terms of robustness against adversarial attacks.

5. �Conclusions
In this study, 216 LLS-FDMs corresponding to 216 trim flight 
conditions were used. The flight envelope data were then 
augmented using interpolation and extrapolation methodolo-
gies. These methodologies gave the three closest neighbors of 
the original operating point supposed in the flight envelope. 
Next, the centroid of the embedding local FDMs was 
computed. Then, the new FDM was generated through inter-
polation and extrapolation methodologies between the 
centroid and the original operating point. Following this 
procedure, the number of trimmed local FDMs was increased 
by up to 3,642. Relying on the augmented dataset, the SVR 
methodology was used as the benchmarking algorithm. The 
designed SVR predicted very well the UAS-S4 FDM for the 
entire flight envelope.

For validation studies, the initial (LLS) and the developed 
(SVR) UAS-S4 FDM were evaluated based on the Root Locus 
diagram for elevator, rudder, and aileron angle actuation. The 
closeness of the predicted eigenvalues to the actual eigenvalues 
confirmed the high accuracy of the SVR-based UAS-S4 FDM. 
According to the MAE Performance Index, the excellent SVR 
prediction accuracy for a variety of flight conditions was 
confirmed as the MAE never exceeded 2.38%. In addition, a 
high number of neighbors (5) compared to a lower number of 
neighbors (4, 3, and 2) could provide better data augmentation, 
and consequently higher accurate FDM prediction. In the case 
of considering five FDM neighbors, the MAEs reached their 
lowest values for the UAS-S4 elevator (1.69%), aileron (2.28%), 
and rudder (2.05%). However, a high number of neighbors 
cause computational complexity for data augmentation. The 
SVR based on a Gaussian kernel function (with 3 neighbors) 
showed the best performance for the UAS-S4 FDM compared 
to the conditions when the kernel functions such as the RBF, 
Sigmoidal, and Polynomial were used, where the highest 
MAEs were 2.33% for the aileron and 1.75 for the elevator.

The regression performance was then analyzed based on 
the pitch, roll, and yaw angle step response in closed-loop LQR 
control architecture. Compared to the initial UAS-S4 
LLS-FDM, our newly developed UAS-S4 SVR-FDM provided 
more accurate local FDMs in marginal flight conditions. By 
using the newly developed UAS-S4 SVR-FDM, the controller 
could improve the time-domain response properties for the 

pitch angle step response: 0.76 sec faster rise time, 1.05 sec 
faster settling time, and 0.105% less overshoot confirmed the 
better performance of the SVR-FDM over the LLS-FDM.

It was shown that the SVR architecture was vulnerable 
against adversarial attacks. The concept of adversarial attack 
was clarified as the main threat for our designed SVR-FDM. 
AFGSM was utilized in order to generate the adversarial FDM 
sample in order to show the possibility of fooling the FDM. 
Wrong control commands that were generated by the SVR-FDM 
under adversarial attacks caused misled step responses. The 
adversarial retraining methodology was designed in order to 
provide our UAS-S4 SVR-FDM robustness. The robust version 
of our UAS-S4 SVR-FDM could provide a trade-off between 
regression accuracy and attack resiliency. In detail, average rise 
time and settling time improvement for 120 marginal flight 
conditions were analyzed. Results showed that the designed 
Robust SVR-FDM was more accurate than LLS-FDM, could 
detect adversarial FDM samples, and saved the LQR controller 
against adversarial attacks.
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Nomenclature
Symbols

Alon, Alat - Longitudinal and lateral state matrices
Blon, Alat - Longitudinal and lateral control matrices
Clon, Clat - Longitudinal and lateral output matrices
Dlon, Dlat - Longitudinal and lateral feedforward matrices

TABLE 9 The SVR and Robust-SVR step response improvements compared to the LLS-FDM performance for 120 marginal 
flight conditions.

Average rise time improvement (%) Average settling time improvement (%)
Control surfaces angle Pitch Roll Yaw Pitch Roll Yaw
Robust SVR-FDM 6.1 5.6 5.2 5.3 6.2 4.9

SVR-FDM 13.5 12.9 11.9 11.5 13.7 11.6
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Gu, Gw, Hu, Hw, Mu, Mw, Mq - Longitudinal state matrix dimen-
sional stability derivatives
Gδ, Hδ, Mδ - Longitudinal control matrix dimensional 
stability derivatives
p - Roll rate
q - Pitch rate
r - Yaw rate
u - Axial velocity
v - Sideway velocity
w - Vertical velocity
x - Original sample
x - Adversarial sample
X - State variables vector
 - Support vector regression input
 - Support vector regression output
Yv, Yp, Yr, Lv, Lp, Lr, Nv, Np, Nr - Lateral state matrix dimen-
sional stability derivatives
Yδ, Lδ, Nδ - Lateral control matrix dimensional 
stability derivatives
Zj - Original local flight dynamics model
Z j - New embedding local flight dynamics model
Zk - Computed centroid flight dynamics model

Greek Letters

γ - Threshold for surpassing the regression boundary
δ - Control vector
δa - Aileron angle
δe - Elevator angle
δr - Rudder angle
ε - Injected perturbation to the SVR output
Θ - Support Vector Regression weighting vector
θ - Pitch angle
λext - Extrapolation tuning factor
λint - Interpolation tuning factor
μ - Decision boundary toward generating adversarial sample
σ - Utilized output value for generating adversarial sample
φ - Roll angle
ϵ - Support Vector Regression decision boundary

Abbreviation

AFGSM - Adapted Fast Gradient Sign Method
AI - Artificial Intelligence
FDM - Flight Dynamics Model
LLS - Local Linear Scheduling
MAE - Mean Absolute Error

SVM - Support Vector Machine
SVR - Support Vector Regression
UAS - Unmanned Aerial System
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